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CVE-2012-2896

Source: Mitre Source: NIST CVE.ORG

Print: PDF %5

CVE-2012-2896

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Mac Os X from Apple contain the foIIowing

vulnerability:

Integer overflow in the WebGL implementation in Google Chrome
before 22.0.1229.79 on Mac OS X allows remote attackers to cause a
denial of service or possibly have unspecified other impact via
unknown vectors.

CVE-2012-2896 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access
Vector

NETWORK

Confidentiality
Impact

Authentication

Availability
Impact

CVE References

Description

Issue 145544 - chromium - Security: integer
overflow in gpu process with webgl - An open-
source project to help move the web forward. -
Google Project Hosting

IBM X-Force Exchange

Chrome Releases: Stable Channel Update

1: important: update for chrom

[security-announce] openSUSE-SU-2012:1376-

Tags

code.google.com
text/html

exchange.xforce.ibmcloud.com
text/html

Vendor Advisory
googlechromereleases.blogspot.com
text/html

lists.opensuse.org
text/html

Link

() CONFIRM
code.google.com/p/chromium/issues/detail ?
id=145544

€ XF google-chrome-cve20122896(78831)

& CONFIRM
googlechromereleases.blogspot.com/2012/09/stable-
channel-update_25.html

9 SUSE openSUSE-SU-2012:1376

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2012-2896/mitre
https://cve.report/CVE-2012-2896/nist
https://cve.report/CVE-2012-2896/cve_org
https://cve.report/CVE-2012-2896.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://code.google.com/p/chromium/issues/detail?id=145544
https://exchange.xforce.ibmcloud.com/vulnerabilities/78831
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Mac Os X All All All All
System

Operating Apple Mac Os X All All All All
System

Application Google Chrome 22.0.1229.0 All All All
Application Google Chrome 22.0.1229.1 All All All
Application Google Chrome 22.0.1229.10 All All All
Application Google Chrome 22.0.1229.11 All All All
Application Google Chrome 22.0.1229.12 All All All
Application Google Chrome 22.0.1229.14 All All All
Application Google Chrome 22.0.1229.16 All All All
Application Google Chrome 22.0.1229.17 All All All
Application Google Chrome 22.0.1229.18 All All All
Application Google Chrome 22.0.1229.2 All All All
Application Google Chrome 22.0.1229.20 All All All
Application Google Chrome 22.0.1229.21 All All All
Application Google Chrome 22.0.1229.22 All All All
Application Google Chrome 22.0.1229.23 All All All
Application Google Chrome 22.0.1229.24 All All All
Application Google Chrome 22.0.1229.25 All All All
Application Google Chrome 22.0.1229.26 All All All
Application Google Chrome 22.0.1229.27 All All All
Application Google Chrome 22.0.1229.28 All All All
Application Google Chrome 22.0.1229.29 All All All
Application Google Chrome 22.0.1229.3 All All All
Application Google Chrome 22.0.1229.31 All All All
Application Google Chrome 22.0.1229.32 All All All
Application Google Chrome 22.0.1229.33 All All All
Application Google Chrome 22.0.1229.35 All All All

Application Gooale Chrome 22.0.1229.36 All All All
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ak kR kKRR k.

Rk kR kR kK,

Kk koK kKK,

cpe:2.3:a:google:chrome:22.0.1229.0:*:**:*:**:*:

Kk koK kR k.

cpe:2.3:a:google:chrome:22.0.1229.1 """

Sk ok akakakakak,
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cpe:Z.3:a:google:.chrome:22.0.1229.29:7".7 77707

cpe:2.3:a:google:chrome:22.0.1229.3:*:*:*:***:*:

dkk Lk k Lk akuk.

cpe:2.3:a:google:chrome:22.0.1229.31::*:*:**:*:*:

SRk kk Lk akak.

cpe:2.3:a:google:chrome:22.0.1229.32:*:*:*:*:*:*:*:

Sk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:22.0.1229.33:*: 1 :**:*:*:

dkk kR ok akak.

cpe:2.3:a:google:chrome:22.0.1229.35:*:*:*:**:*:*:

dkk ok kakakak.

cpe:2.3:a:google:chrome:22.0.1229.36:*:*:*:**:*:*:

LRk kR ok akak.

cpe:2.3:a:google:chrome:22.0.1229.37::*:*:**:*:*:

LRk kR ok akak.

cpe:2.3:a:google:chrome:22.0.1229.39:*:*:*:**:*:*:

cpe:2.3:a:google:chrome:22.0.1229.4:*:***:**:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:22.0.1229.48:*:*:*:**:*:*:

dkakakak ok akak,

cpe:2.3:a:google:chrome:22.0.1229.49:*:*:*:*:*:*:*:



KLk kKK kK,

cpe:2.3:a:google:chrome:22.0.1229.7:*:*: "  *:*:

KLk ak kKKK,

cpe:2.3:a:google:chrome:22.0.1229.8:*:***:**:*:

KLk kKK kK,

cpe:2.3:a:google:chrome:22.0.1229.9:*:***:**:*:

cpe:2.3:a:google:chrome:22.0.1229.0:*:**:*:**:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:22.0.1229.1 " " *:*:

LRk kR Lk akak.

cpe:2.3:a:google:chrome:22.0.1229.10::*:*:**:*:*:

Lk Rk kR akak.

cpe:2.3:a:google:chrome:22.0.1229.1 1 **:*:*:

Wk Rk kR akak,

cpe:2.3:a:google:chrome:22.0.1229.12::*:*:**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:22.0.1229.14::*:*:**:*:*:

cpe:2.3:a:google:chrome:22.0.1229.3:*:*: " **:*:

dkkak Lk kakuk.

cpe:2.3:a:google:chrome:22.0.1229.31:*:*:**:*:*:*:



Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:22.0.1229.39:*:*:*:**:*:*:

KKk oKk kK,

cpe:2.3:a:google:chrome:22.0.1229.4:*:* " *:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:22.0.1229.48:*:*:*:**:*:*:

dkk ok akakakak.

cpe:2.3:a:google:chrome:22.0.1229.49:*:*:*:**:*:*:

Lk Lk ak kR Rk,

cpe:2.3:a:google:chrome:22.0.1229.50:*:*:*:*:*:*:*:

Wk Rk kR ok ak.

cpe:2.3:a:google:chrome:22.0.1229.51 1 :**:*:*:

Lk Kk kR akak.

cpe:2.3:a:google:chrome:22.0.1229.52:*:*:*:*:*:*:*:

sk ok ak kR akak.

cpe:2.3:a:google:chrome:22.0.1229.53:*:*:*:**:*:*:

sk Kk ok akakak.

cpe:2.3:a:google:chrome:22.0.1229.54 . *:*:**:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:google:chrome:22.0.1229.8:*:*: " **:*:

cpe:2.3:a:google:chrome:22.0.1229.9:*:*: " **:*:

dkak Lk k ok kak k.

cpe:2.3:a:google:chrome:*:*:*:*:***:*:



No vendor comments have been submitted for this CVE
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