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Summary

CVE CVE-2012-2921

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-21 22:55:00 UTC

Updated 2013-08-22 03:55:00 UTC

Description Universal Feed Parser (aka feedparser or python-feedparser) before 5.1.2 allows remote attackers to cause a denial of service (memory consumption) via a crafted XML ENTITY declaration in a non-ASCII encoded document.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mark Pilgrim Feedparser 3.0 All All All

Application Mark Pilgrim Feedparser 3.0.1 All All All

Application Mark Pilgrim Feedparser 3.1 All All All

Application Mark Pilgrim Feedparser 3.2 All All All

Application Mark Pilgrim Feedparser 3.3 All All All

Application Mark Pilgrim Feedparser 4.0 All All All

Application Mark Pilgrim Feedparser 4.0.1 All All All

Application Mark Pilgrim Feedparser 4.0.2 All All All

Application Mark Pilgrim Feedparser 4.1 All All All

Application Mark Pilgrim Feedparser 5.0 All All All

Application Mark Pilgrim Feedparser 5.0.1 All All All

Application Mark Pilgrim Feedparser 5.1 All All All

Application Mark Pilgrim Feedparser 5.1.2 All All All

Application Mark Pilgrim Feedparser 3.0 All All All

Application Mark Pilgrim Feedparser 3.0.1 All All All

Application Mark Pilgrim Feedparser 3.1 All All All

Application Mark Pilgrim Feedparser 3.2 All All All
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Application Mark Pilgrim Feedparser 3.2 All All All

Application Mark Pilgrim Feedparser 3.3 All All All

Application Mark Pilgrim Feedparser 4.0 All All All

Application Mark Pilgrim Feedparser 4.0.1 All All All

Application Mark Pilgrim Feedparser 4.0.2 All All All

Application Mark Pilgrim Feedparser 4.1 All All All

Application Mark Pilgrim Feedparser 5.0 All All All

Application Mark Pilgrim Feedparser 5.0.1 All All All

Application Mark Pilgrim Feedparser 5.1 All All All

Application Mark Pilgrim Feedparser 5.1.2 All All All

Application Mark Pilgrim Feedparser All All All All

References

Reference Source Link Tags

All releases of feedparser – Freecode CONFIRM freecode.com

Support / Security / Advisories / / MDVSA-2013:118 | Mandriva MANDRIVA www.mandriva.com

GitHub - kurtmckee/feedparser: Parse feeds in Python CONFIRM code.google.com

Support/Advisories/MGASA-2012-0157 - Mageia wiki CONFIRM wiki.mageia.org

feedparser CVE-2012-2921 Denial of Service Vulnerability BID www.securityfocus.com

Security Advisory SA49256 - Ubuntu update for feedparser - Secunia SECUNIA secunia.com

GitHub - kurtmckee/feedparser: Parse feeds in Python CONFIRM code.google.com

81701 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

981040 Python (pip) Security Update for feedparser (GHSA-hjf3-r7gw-9rwg)
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