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Description

/ |

Risk And Classification

Buffer overflow in the trash buffer in the header capture functionality in HAProxy before 1.4.21, when global.tune.bufsize is

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Haproxy Haproxy All

Version

Update Edition

All All All

Language

References

Reference

haproxy.1wt.eu/download/1.4/src/ CHANGELOG

haproxy.1wt.eu

Malformed Request

Gentoo Linux Documentation -- HAProxy: Arbitrary code execution
oss-security - Re: CVE request: haproxy trash buffer overflow flaw
Index of /git

Index of /git

About Secunia Research | Flexera

oss-security - CVE request: haproxy trash buffer overflow flaw
Debian -- Security Information -- DSA-2711-1 haproxy

IBM X-Force Exchange

USN-1800-1: HAProxy vulnerabilities | Ubuntu

oss-security - Duplicate CVE identifiers (CVE-2012-2391 and CVE-2012-2942) assigned to HAProxy issue

Source

CONFIRM

CONFIRM

BID

GENTOO

MLIST

CONFIRM

SECUNIA

MLIST

DEBIAN

XF

MLIST

UBUNTU

Link
haproxy.iwt.eu
haproxy.iwt.eu
www.securityfocus.
security.gentoo.org
www.openwall.com
haproxy.1wt.eu
haproxy.iwt.eu
secunia.com
www.openwall.com
www.debian.org
exchange.xforce.ibi
www.openwall.com

www.ubuntu.com


https://cve.report/
https://cve.report/CVE-2012-2942/mitre
https://cve.report/CVE-2012-2942/nist
https://cve.report/CVE-2012-2942/cve_org
https://cve.report/api/cve/CVE-2012-2942.json
https://cve.report/CVE-2012-2942.pdf
http://cve.report/vendor/haproxy
http://cve.report/software/haproxy/haproxy
http://haproxy.1wt.eu/download/1.4/src/CHANGELOG
http://haproxy.1wt.eu/#news
http://www.securityfocus.com/bid/53647
http://security.gentoo.org/glsa/glsa-201301-02.xml
http://www.openwall.com/lists/oss-security/2012/05/23/15
http://haproxy.1wt.eu/git?p=haproxy-1.4.git;a=commit;h=30297cb17147a8d339eb160226bcc08c91d9530b
http://haproxy.1wt.eu/git?p=haproxy-1.4.git%253Ba=commit%253Bh=30297cb17147a8d339eb160226bcc08c91d9530b
http://secunia.com/advisories/49261
http://www.openwall.com/lists/oss-security/2012/05/23/12
http://www.debian.org/security/2013/dsa-2711
https://exchange.xforce.ibmcloud.com/vulnerabilities/75777
http://www.openwall.com/lists/oss-security/2012/05/28/1
http://www.ubuntu.com/usn/USN-1800-1
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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