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Summary

CVE CVE-2012-2944

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-01 20:55:00 UTC

Updated 2018-01-05 02:29:00 UTC

Description Buffer overflow in the addchar function in common/parseconf.c in upsd in Network UPS Tools (NUT) before 2.6.4 allows remote attackers to execute arbitrary code or cause a denial of service (electric-power outage) via a long string containing non-printable characters.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Networkupstools Nut 2.4.2 All All All

Application Networkupstools Nut 2.4.3 All All All

Application Networkupstools Nut 2.6.0 All All All

Application Networkupstools Nut 2.6.0 pre1 All All

Application Networkupstools Nut 2.6.0-1 All All All

Application Networkupstools Nut 2.6.1 All All All

Application Networkupstools Nut 2.6.1-1 All All All

Application Networkupstools Nut 2.6.3-1 All All All

Application Networkupstools Nut 2.4.2 All All All

Application Networkupstools Nut 2.4.3 All All All

Application Networkupstools Nut 2.6.0 All All All

Application Networkupstools Nut 2.6.0 pre1 All All

Application Networkupstools Nut 2.6.0-1 All All All

Application Networkupstools Nut 2.6.1 All All All

Application Networkupstools Nut 2.6.1-1 All All All

Application Networkupstools Nut 2.6.3-1 All All All

Application Networkupstools Nut All All All All
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Application Networkupstools Nut All All All All

References

Reference Source Link

Fix CVE-2012-2944: upsd can be remotely crashed · networkupstools/nut@2d6b472 · GitHub CONFIRM trac.networkupstools.org

Debian -- Security Information -- DSA-2484-1 nut DEBIAN www.debian.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

openSUSE-SU-2012:1069 SUSE hermes.opensuse.org

82409 OSVDB www.osvdb.org

I.1. Changes from 2.6.3 to 2.6.4 CONFIRM networkupstools.org

Security Advisories | Mandriva Linux MANDRIVA www.mandriva.com

Security Advisory SA50389 - SUSE update for nut - Secunia SECUNIA secunia.com

Network UPS Tools (NUT) 'addchar()' Function Buffer Overflow Vulnerability BID www.securityfocus.com

Security Alerts - Secunia SECUNIA secunia.com

alioth.debian.org/tracker CONFIRM alioth.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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