=

CVE-2012-297

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2012-2972
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-20 10:41:00 UTC
Updated 2023-11-07 02:11:00 UTC
Description The (1) server and (2) agent components in CA ARCserve Backup r12.5, r15, and r16 on Windows do not properly validate
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ca Arcserve Backup r12.5 All All All

Application Ca Arcserve Backup r15.0 All All All

Application Ca Arcserve Backup r16.0 All All All

Application Ca Arcserve Backup r12.5 All All All

Application Ca Arcserve Backup r15.0 All All All

Application Ca Arcserve Backup r16.0 All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Reference Source Link
Security Advisory SA51012 - CA ARCserve Backup RPC Services Two Vulnerabilities - Secunia SECUNIA  secunia

US-CERT Vulnerability Note VU#408099 - CA ARCserve Backup authentication service denial-of-service vulnerability CERT-VN — www.kb

86415 OSVDB osvdb.o
error - ecx_site - ECX support
404 Not Found CONFIRM  support

Security Notice For CA ARCserve Backup = Packet Storm CONFIRM  packets
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http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://secunia.com/advisories/51012
http://www.kb.cert.org/vuls/id/408099
http://osvdb.org/86415
https://support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=%257BF9EEA31E-8089-423E-B746-41B5C9DD2AC1%257D
https://support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=%7BF9EEA31E-8089-423E-B746-41B5C9DD2AC1%7D
http://packetstormsecurity.com/files/119543/Security-Notice-For-CA-ARCserve-Backup.html

IBM X-Force Exchange XF exchan

Full Disclosure: Updated - CA20121018-01: Security Notice for CA ARCserve Backup FULLDISC seclists.
CVE Program record CVE.ORG www.cv
NVD vulnerability detail NVD nvd.nist

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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