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Summary

CVE CVE-2012-2980

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-21 10:46:00 UTC

Updated 2012-08-21 10:46:00 UTC

Description The Samsung and HTC onTouchEvent method implementation for Android on the T-Mobile myTouch 3G Slide, HTC Merge, Sprint EVO Shift 4G, HTC ChaCha, AT&T Status, HTC Desire Z, T-Mobile G2, T-Mobile myTouch 4G Slide, and Samsung Galaxy S stores touch coordinates in the dmesg buffer, which allows remote attackers to obtain sensitive information via a crafted application, as demonstrated by PIN numbers, telephone numbers, and text messages.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Att Status - All All All

Hardware Att Status - All All All

Hardware Htc Chacha - All All All

Hardware Htc Chacha - All All All

Hardware Htc Desire - All All All

Hardware Htc Desire - All All All

Hardware Htc Merge - All All All

Hardware Htc Merge - All All All

Hardware Samsung Galaxy S - All All All

Hardware Samsung Galaxy S - All All All

Hardware Sprint Evo Shift 4g - All All All

Hardware Sprint Evo Shift 4g - All All All

Hardware T-mobile G2 - All All All

Hardware T-mobile G2 - All All All

Hardware T-mobile Mytouch 3g Slide - All All All

Hardware T-mobile Mytouch 3g Slide - All All All

Hardware T-mobile Mytouch 4g Slide - All All All
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Hardware T-mobile Mytouch 4g Slide - All All All

Hardware T-mobile Mytouch 4g Slide - All All All

References

Reference Source Link

US-CERT Vulnerability Note VU#251635 - Samsung and HTC android phone information disclosure vulnerability CERT-VN www.kb.cert.org

Samsung Information for VU#251635 CONFIRM www.kb.cert.org

Application security fix - HTC Support Center MISC www.htc.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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