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SQL injection vulnerability in the ad hoc query module in Trend Micro Control Manager (TMCM) before 5.5.0.1823 and 6.0 |
| i

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Trend Micro Control Manager 2.0 All All All
Trend Micro Control Manager 2.1 All All All
Trend Micro Control Manager 2.5 All All All
Trend Micro Control Manager 3.0 All ent_ed All
Trend Micro Control Manager 3.0 All std_ed All
Trend Micro Control Manager 3.5 All ent_ed All
Trend Micro Control Manager 3.5 All std_ed All
Trend Micro Control Manager 5.0 All adv_ed All
Trend Micro Control Manager 5.0 All std_ed All
Trend Micro Control Manager 5.5 All adv_ed All
Trend Micro Control Manager 6.0 All All All
Trend Micro Control Manager 2.0 All All All
Trend Micro Control Manager 2.1 All All All
Trend Micro Control Manager 2.5 All All All
Trend Micro Control Manager 3.0 All ent_ed All
Trend Micro Control Manager 3.0 All std_ed All
Trend Micro Control Manager 3.5 All ent ed All
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Application Trend Micro Control Manager 3.5 All std_ed All
Application Trend Micro Control Manager 5.0 All adv_ed All
Application Trend Micro Control Manager 5.0 All std_ed All
Application Trend Micro Control Manager 5.5 All adv_ed All
Application Trend Micro Control Manager 6.0 All All All
Application Trend Micro Control Manager All All std_ed All
Reference €
US-CERT Vulnerability Note VU#950795 - Trend Micro Control Manager adhoc query vulnerability C
www.trendmicro.com/ftp/documentation/readme/readme_critical_patch_ TMCM55_1823.txt C
Trend Micro Control Manager SQL Injection Vulnerability | Spentera N
JVN#42014489: Trend Micro Control Manager vulnerable to SQL injection J
www.trendmicro.com/ftp/documentation/readme/readme_ critical_patch_tmecm60_patchi_... C
SQL injection vulnerability - Control Manager C
JVNDB-2012-000090 J
Trend Micro Control Manager Input Validation Flaw in Ad Hoc Query Module Lets Remote Users Inject SQL Commands - SecurityTracker £
CVE Program record C
NVD vulnerability detail N
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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