CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2012-3000

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2012-3000

PUBLIC

cert@cert.org

CVE Program / NVD first with legacy fallback
2014-01-30 15:06:00 UTC

2017-08-29 01:31:00 UTC

Multiple SQL injection vulnerabilities in sam/admin/reports/php/saveSettings.php in the (1) APM WebGUI in F5 BIG-IP LTM
| i

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Application
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Hardware
Application
Application
Application
Hardware
Hardware
Hardware
Hardware
Application

Application

Application

Vendor Product Version Update Edition Language
F5 Big-ip Access Policy Manager 11.1.0 All All All
F5 Big-ip Access Policy Manager 11.2.0 All All All
F5 Big-ip Access Policy Manager 11.2.1 All All All
F5 Big-ip Access Policy Manager 11.0.0 All All All
F5 Big-ip Access Policy Manager 11.1.0 All All All
F5 Big-ip Access Policy Manager 11.2.0 All All All
F5 Big-ip Access Policy Manager 11.2.1 All All All
F5 Big-ip Access Policy Manager 11.1.0 All All All
F5 Big-ip Access Policy Manager 11.2.0 All All All
F5 Big-ip Access Policy Manager 11.2.1 All All All
F5 Big-ip Access Policy Manager 11.0.0 All All All
F5 Big-ip Access Policy Manager 11.1.0 All All All
F5 Big-ip Access Policy Manager 11.2.0 All All All
F5 Big-ip Access Policy Manager 11.2.1 All All All
F5 Big-ip Analytics 11.0.0 All All All
F5 Big-ip Analytics 11.1.0 All All All
F5 Big-ip Analytics 11.2.0 All All All
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References

Reference

89446

L]

Vulnerability Lab - SEC Consult

IBM X-Force Exchange
CVE Program record

NVD vulnerability detail

About Secunia Research | Flexera

F5 BIG-IP CVE-2012-3000 SQL Injection Vulnerability

20130122 SEC Consult SA-20130122-1 :: F5 BIG-IP SQL injection vulnerability

F5 BIG-IP 11.2.0 SQL Injection ~ Packet Storm

support.f5.com/kb/en-us/solutions/public/14000/100/sol14154.html

Source

SECUNIA

BID

MISC

BUGTRAQ

OoSsvDB

MISC

CONFIRM

XF

CVE.ORG

NVD

Link

secunia.com
www.securityfocus.com
www.sec-consult.com
archives.neohapsis.com
osvdb.org
packetstormsecurity.com
support.f5.com
exchange.xforce.ibmcloud.com
www.cve.org

nvd.nist.gov

Tags

Vendor Advi

canonical

canonical, a

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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