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AVNACLAUNCCICAC Certain versions of Wago /o System 758 Industrial Pc Device from
: Wago contain the following vulnerability:

WAGO /O System 758 model 758-870, 758-874, 758-875, and 758-
876 Industrial PC (IPC) devices have default passwords for unspecified
Web Based Management accounts, which makes it easier for remote
attackers to obtain administrative access via a TCP session.

CVE-2012-3013 has been assigned by (T} ics-cert@hg.dhs.gov to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact
COMPLETE COMPLETE COMPLETE
CVE References
Description Tags Link
404 Not Found Vendor Advisory « GCONFIRM
www.wago.com www.wago.com/wagoweb/documentation/app_note/al176/a117600e.pdf
application/pdf
404 - File Not Found | US Government Resource @& MISC www.us-cert.gov/control_systems/pdf/ICSA-12-249-02.pdf
CIsA
application/pdf
Not Archived
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Related QID Numbers

590461 WAGO |0 758 Default Linux Credentials Vulnerability (ICSA-12-249-02)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= = Wago Wago /o System 758 Industrial Pc Device 758-870 All All All
Hardware = = Wago Wago /o System 758 Industrial Pc Device 758-874 All All All
Hardware = >4 Wago Wago /o System 758 Industrial Pc Device 758-875 All All All
Hardware = >4 Wago Wago /o System 758 Industrial Pc Device 758-876 All All All
Hardware &= >4 Wago Wago /o System 758 Industrial Pc Device 758-870 All All All
Hardware = >4 Wago Wago /o System 758 Industrial Pc Device 758-874 All All All
Hardware &= >4 Wago Wago /o System 758 Industrial Pc Device 758-875 All All All
Hardware &= >4 Wago Wago /o System 758 Industrial Pc Device 758-876 All All All
Hardware &= >4 Wago Wago /o System 758 Industrial Pc Device 758-870 All All All
Hardware = [ Wago Wago I/o System 758 Industrial Pc Device 758-874 All All All
Hardware = [ Wago Wago I/o System 758 Industrial Pc Device 758-875 All All All
Hardware = [ Wago Wago /o System 758 Industrial Pc Device 758-876 All All All

cpe:2.3:h:wago:wago_iVo_system_758_industrial_pc_device:758-876:*:*:*:*:*:*:*:

cpe:2.3:h:wago:wago_iVo_system_758_industrial_pc_device:758-870:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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