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AUNACLAUNCRIPAP Certain versions of Synco Ozw Web Server from Siemens contain the
’ following vulnerability:

The Siemens Synco OZW Web Server devices OZW672.*, OZW772.7,
and OZW775 with firmware before 4 have an unspecified default
password, which makes it easier for remote attackers to obtain
administrative access via a network session.

CVE-2012-3020 has been assigned by (T ics-cert@hg.dhs.gov to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

404 - File Not Found | CISA @ MISC www.us-cert.gov/control_systems/pdf/ICSA-12-214-
01.pdf

Siemens Industry Online Support - @ MISC

Automation Service, Automation Support, support.automation.siemens.com/WW/view/en/41929231/130000

Simatic Service, Simatic Support, Technical

Support, Technical Consulting

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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No vendor comments have been submitted for this CVE
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