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AVNACLAUNCPIPAP Certain versions of Simatic Pcs7 from Siemens contain the following
’ vulnerability:

SQL injection vulnerability in WebNavigator in Siemens WinCC 7.0
SP3 and earlier, as used in SIMATIC PCS7 and other products, allows
remote attackers to execute arbitrary SQL commands via a crafted
SOAP message.

CVE-2012-3032 has been assigned by (T ics-cert@hg.dhs.gov to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

404 - File Not Found  [ITERERE T TG EEETE MISC www.us-cert.gov/control_systems/pdf/ICSA-12-256-01.pdf
| CISA www.us-cert.gov

application/pdf
Not Archived

Vulnerabilities (2) MISC en.securitylab.ru/lab/PT-2012-44

text/html
Not Archived

Siemens

H CONFIRM www.siemens.com/corporate-
technology/pool/de/forschungsfelder/siemens_security_advisory_ssa-864051.pdf

application/pdf

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/CVE-2012-3032/nist
https://cve.report/CVE-2012-3032/cve_org
https://cve.report/CVE-2012-3032.pdf
http://cve.report/software/siemens/simatic_pcs7
http://cve.report/vendor/siemens
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2012-3032/1fda8bd1
https://web.archive.org/web/2012/http://en.securitylab.ru/lab/PT-2012-44
https://cve.report/CVE-2012-3032/f3e09594
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Siemens Simatic Pcs7 8.0 All All All
Application Siemens Simatic Pcs7 8.0 All All All
Application Siemens Wincc 5.0 All All All
Application Siemens Wincc 5.0 sp1i All All
Application Siemens Wincc 6.0 All All All
Application Siemens Wincc 6.0 sp2 All All
Application Siemens Wincc 6.0 sp3 All All
Application Siemens Wince 6.0 sp4 All All
Application Siemens Wincc 7.0 All All All
Application Siemens Wincc 7.0 spi All All
Application Siemens Wincc 7.0 sp2 All All
Application Siemens Wincc 5.0 All All All
Application Siemens Wincc 5.0 spi All All
Application Siemens Wincc 6.0 All All All
Application Siemens Wincc 6.0 sp2 All All
Application Siemens Wincc 6.0 sp3 All All
Application Siemens Wincc 6.0 sp4 All All
Application Siemens Wincc 7.0 All All All
Application Siemens Wincc 7.0 spi All All
Application Siemens Wincc 7.0 sp2 All All
Application Siemens Wincc All sp3 All All

Sk Kk kR akak.

cpe:2.3:a:siemens:simatic_pcs7:8.0:*

cpe:2.3:a:siemens:simatic_pcs7:8.0:*

cpe:2.3:a:siemens:wincc:5.0:%:

~rnat? VarciamancawinentfR NrenQexdkkkx,


mailto:%20comment@cve.report
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_pcs7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_pcs7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/wincc

cpe:2.3:a:siemens:wincc:5.0:* "k

dkak Lk okakuk.

cpe:2.3:a:siemens:wincc:5.0:sp1:

akukak ok akakk,

cpe:2.3:a:siemens:wincc:6.0:

dkakukokukuk.

cpe:2.3:a:siemens:wincc:6.0:sp3:

dkak Lk okakuk.

cpe:2.3:a:siemens:wincc:6.0:sp4:

dkak kR Lk ak k.

cpe:2.3:a:siemens:wincc:7.0:

dkak Lk okakuk.

cpe:2.3:a:siemens:wincc:7.0:sp1:

akakukakukuk.

cpe:2.3:a:siemens:wincc:7.0:sp2:

dkakukakukuk.

cpe:2.3:a:siemens:wincc:*:isp3:

No vendor comments have been submitted for this CVE
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