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Cross-site scripting (XSS) vulnerability in the web server on Siemens SIMATIC S7-1200 PLCs 2.x through 3.0.1 allows rem
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Vendor Product Version Update Edition Language
Siemens Simatic S7-1200 - All All All
Siemens Simatic S7-1200 Cpu 1211¢ - All All All
Siemens Simatic S7-1200 Cpu 1211¢ Firmware All All All All
Siemens Simatic S7-1200 Cpu 1212¢ - All All All
Siemens Simatic S7-1200 Cpu 1212¢ Firmware All All All All
Siemens Simatic S7-1200 Cpu 1212fc - All All All
Siemens Simatic S7-1200 Cpu 1212fc Firmware All All All All
Siemens Simatic S7-1200 Cpu 1214c¢ - All All All
Siemens Simatic S7-1200 Cpu 1214c Firmware All All All All
Siemens Simatic S7-1200 Cpu 1214 Fc - All All All
Siemens Simatic S7-1200 Cpu 1214 Fc Firmware All All All All
Siemens Simatic S7-1200 Cpu 1215¢ - All All All
Siemens Simatic S7-1200 Cpu 1215¢ Firmware All All All All
Siemens Simatic S7-1200 Cpu 1215 Fc - All All All
Siemens Simatic S7-1200 Cpu 1215 Fc Firmware All All All All
Siemens Simatic S7-1200 Cpu 1217¢ - All All All
Siemens Simatic S7-1200 Cpu 1217c¢ Firmware All All All All
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Operating System Siemens Simatic S7-1200 Firmware All All All All

Hardware Siemens Simatic S7-1200 Plc 2.0 All All All

Hardware Siemens Simatic S7-1200 Plc 2.1 All All All

Hardware Siemens Simatic S7-1200 Plc 2.2 All All All

Hardware Siemens Simatic S7-1200 Plc 3.0.0 All All All

Hardware Siemens Simatic S7-1200 Plc 3.0.1 All All All

Hardware Siemens Simatic S7-1200 Plc 2.0 All All All

Hardware Siemens Simatic S7-1200 Plc 241 All All All

Hardware Siemens Simatic S7-1200 Plc 2.2 All All All

Hardware Siemens Simatic S7-1200 Plc 3.0.0 All All All

Hardware Siemens Simatic S7-1200 Plc 3.0.1 All All All

Reference Source Link Taq
86130 OSVDB osvdb.org

404 - File Not Found | CISA MISC www.us-cert.gov us
Vulnerabilities MISC en.securitylab.ru
Siemens CONFIRM  www.siemens.com Vel

Security Advisory SA50816 - Siemens SIMATIC S7-1200 Cross-Site Scripting Vulnerability - Secunia  SECUNIA  secunia.com

CVE Program record CVE.ORG www.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car
a )

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590992 Siemens S7-1200 Web Application Cross-Site Scripting (XSS) Vulnerability (ICSA-12-283-01) (SSA-279823)
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