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Certain versions of Scientific Atlanta Dpc/epc2100 from Cisco contain
the following vulnerability:

Cross-site scripting (XSS) vulnerability in the web-wizard setup page
on Cisco Scientific Atlanta D20 and D30 cable modems allows remote
attackers to inject arbitrary web script or HTML via unspecified vectors.

CVSS2 Score: 4.3 - MEDIUM
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CVE References

Description Tags Link

Cisco Scientific Atlanta D20 and D30 Based Cable Modem Cross-
Site Scripting Vulnerability

Vendor Advisory

tools.cisco.com

text/html

 CONFIRM
tools.cisco.com/security/center/viewAlert.x?
alertId=26036

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

CVE-2012-3047 has been assigned by  psirt@cisco.com to track the vulnerability
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Type Vendor Product Version Update Edition Language

Hardware Cisco Scientific Atlanta Dpc/epc2100 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2202 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2203 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2325 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2425 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2434 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2505 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc3010 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc3212 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc 3208 - All All All

Hardware Cisco Scientific Atlanta Dpc2420 - All All All

Hardware Cisco Scientific Atlanta Dpc2420 - All All All

Hardware Cisco Scientific Atlanta Dpc3000/epc3000 - All All All

Hardware Cisco Scientific Atlanta Dpc3000/epc3000 - All All All

Hardware Cisco Scientific Atlanta Dpc3000/epc3000 - All All All

Hardware Cisco Scientific Atlanta Dpc3008/epc3008 - All All All

Hardware Cisco Scientific Atlanta Dpc3008/epc3008 - All All All

Hardware Cisco Scientific Atlanta Dpc3008/epc3008 - All All All

Hardware Cisco Scientific Atlanta Dpc3825 - All All All

Hardware Cisco Scientific Atlanta Dpc3825 - All All All

Hardware Cisco Scientific Atlanta Dpc3925 - All All All

Hardware Cisco Scientific Atlanta Dpc3925 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2100 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2100 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2202 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2202 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2203 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2203 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2325 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2325 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2425 - All All All
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Hardware Cisco Scientific Atlanta Dpc/epc2425 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2425 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2434 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2434 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2505 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc2505 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc3010 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc3010 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc3212 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc3212 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc 3208 - All All All

Hardware Cisco Scientific Atlanta Dpc/epc 3208 - All All All

Hardware Cisco Scientific Atlanta Dpq/epq2160 - All All All

Hardware Cisco Scientific Atlanta Dpq2202 - All All All

Hardware Cisco Scientific Atlanta Dpq2202 - All All All

Hardware Cisco Scientific Atlanta Dpq2425 - All All All

Hardware Cisco Scientific Atlanta Dpq2425 - All All All

Hardware Cisco Scientific Atlanta Dpq3212 - All All All

Hardware Cisco Scientific Atlanta Dpq3212 - All All All

Hardware Cisco Scientific Atlanta Dpq3925 - All All All

Hardware Cisco Scientific Atlanta Dpq3925 - All All All

Hardware Cisco Scientific Atlanta Dpq/epq2160 - All All All

Hardware Cisco Scientific Atlanta Dpq/epq2160 - All All All

Hardware Cisco Scientific Atlanta Dpr362 - All All All

Hardware Cisco Scientific Atlanta Dpr362 - All All All

Hardware Cisco Scientific Atlanta Dpw700 - All All All

Hardware Cisco Scientific Atlanta Dpw700 - All All All

Hardware Cisco Scientific Atlanta Dpw730 - All All All

Hardware Cisco Scientific Atlanta Dpw730 - All All All

Hardware Cisco Scientific Atlanta Dpw939 - All All All

Hardware Cisco Scientific Atlanta Dpw939 - All All All

Hardware Cisco Scientific Atlanta Dpw941 - All All All
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Hardware Cisco Scientific Atlanta Dpw941 - All All All

Hardware Cisco Scientific Atlanta Dpw941 - All All All

Hardware Cisco Scientific Atlanta Dpx/epx2100 - All All All

Hardware Cisco Scientific Atlanta Dpx/epx2203 - All All All

Hardware Cisco Scientific Atlanta Dpx/epx2203c - All All All

Hardware Cisco Scientific Atlanta Dpx100/120 - All All All

Hardware Cisco Scientific Atlanta Dpx100/120 - All All All

Hardware Cisco Scientific Atlanta Dpx100/120 - All All All

Hardware Cisco Scientific Atlanta Dpx110 - All All All

Hardware Cisco Scientific Atlanta Dpx110 - All All All

Hardware Cisco Scientific Atlanta Dpx130 - All All All

Hardware Cisco Scientific Atlanta Dpx130 - All All All

Hardware Cisco Scientific Atlanta Dpx213 - All All All

Hardware Cisco Scientific Atlanta Dpx213 - All All All

Hardware Cisco Scientific Atlanta Dpx2213 - All All All

Hardware Cisco Scientific Atlanta Dpx2213 - All All All

Hardware Cisco Scientific Atlanta Dpx/epx2100 - All All All

Hardware Cisco Scientific Atlanta Dpx/epx2100 - All All All

Hardware Cisco Scientific Atlanta Dpx/epx2203 - All All All
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Hardware Cisco Scientific Atlanta Dpx/epx2203c - All All All

Hardware Cisco Scientific Atlanta Dpx/epx2203c - All All All

Hardware Cisco Scientific Atlanta Epc2420 - All All All

Hardware Cisco Scientific Atlanta Epc2420 - All All All

Hardware Cisco Scientific Atlanta Epc3825 - All All All

Hardware Cisco Scientific Atlanta Epc3825 - All All All

Hardware Cisco Scientific Atlanta Epc3925 - All All All

Hardware Cisco Scientific Atlanta Epc3925 - All All All

Hardware Cisco Scientific Atlanta Wag310g - All All All

Hardware Cisco Scientific Atlanta Wag310g - All All All
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cpe:2.3:h:cisco:scientific_atlanta_dpc3925:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc3925:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2100:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2100:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2202:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2202:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2203:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2203:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2325:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2325:-:*:*:*:*:*:*:*:



cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2425:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2425:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2434:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2434:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2505:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc2505:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc3010:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc3010:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc3212:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc3212:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc_3208:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpc\/epc_3208:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq/epq2160:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq2202:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq2202:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq2425:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq2425:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq3212:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq3212:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq3925:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq3925:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq\/epq2160:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpq\/epq2160:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpr362:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpr362:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpw700:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpw700:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpw730:-:*:*:*:*:*:*:*:



cpe:2.3:h:cisco:scientific_atlanta_dpw730:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpw939:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpw939:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpw941:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpw941:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx/epx2100:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx/epx2203:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx/epx2203c:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx100/120:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx100\/120:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx100\/120:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx110:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx110:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx130:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx130:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx213:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx213:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx2213:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx2213:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx\/epx2100:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx\/epx2100:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx\/epx2203:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx\/epx2203:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx\/epx2203c:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_dpx\/epx2203c:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_epc2420:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_epc2420:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_epc3825:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_epc3825:-:*:*:*:*:*:*:*:



← Previous ID Next ID→
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cpe:2.3:h:cisco:scientific_atlanta_epc3925:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_epc3925:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_wag310g:-:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:scientific_atlanta_wag310g:-:*:*:*:*:*:*:*:
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