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AVLACHAUNCCCIAC Certain versions of Vpn Client from Cisco contain the following
’ vulnerability:

Untrusted search path vulnerability in Cisco VPN Client 5.0 allows local
users to gain privileges via a Trojan horse DLL in the current working
directory, aka Bug ID CSCua28747.

CVE-2012-3052 has been assigned by ;& psirt@cisco.com to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE
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cpe:2.3:a:cisco:vpn_client:5.0: " "

ARk koK kR k.

cpe:2.3:a:cisco:vpn_client:5.0.01 "

Sk Kk ok akakak,

cpe:2.3:a:cisco:vpn_client:5.0.03.0560:*:*:*:*:*:*:*:

Sk ok akakakakak.

cpe:2.3:a:cisco:vpn_client:5.0.04.0300:*:*:*:**:*:*:

cpe:2.3:a:cisco:vpn_client:5.0.5::* 7 :":*:*:

cpe:2.3:a:cisco:vpn_client:5.0.6:*: 7 :":*:*:

cpe:2.3:a:cisco:vpn_client:5.0.7: 7 :":*:*:

cpe:2.3:a:cisco:vpn_client:5.0:%:* 7 :*:*:

akLkuk ok kakk,

cpe:2.3:a:cisco:vpn_client:5.0.01: " ™

Skukakkakakak.

cpe:2.3:a:cisco:vpn_client:5.0.02.0090:*:*:*:*:*:*:*:

Skkkukkakak.

cpe:2.3:a:cisco:vpn_client:5.0.03.0530:*:*:*:*:*:*:*:
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cpe:2.3:a:cisco:vpn_client:5.0.03.0560:*:*:*:*:*:*:*:

Skak Lk k ok akak.

cpe:2.3:a:cisco:vpn_client:5.0.04.0300::*:*:*:*:*:*:

5.0.2.0090

5.0.5

5.0.6

5.0.7

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/vpn_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/vpn_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/vpn_client
http://cve.report/vendor/cisco
http://cve.report/software/cisco/vpn_client

cpe:2.3:a:cisco:vpn_client:5.0.06.0160:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:vpn_client:5.0.07.0410: ™

cpe:2.3:a:cisco:vpn_client:5.0.07.0440: " """

cpe:2.3:a:cisco:vpn_client:5.0.2:* " *:*:

cpe:2.3:a:cisco:vpn_client:5.0.2.0090:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:vpn_client:5.0.5: "

cpe:2.3:a:cisco:vpn_client:5.0.6:*:**:**:*:

cpe:2.3:a:cisco:vpn_client:5.0.7:* "

No vendor comments have been submitted for this CVE
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