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Summary

CVE CVE-2012-3106

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-17 23:55:00 UTC

Updated 2018-10-12 22:03:00 UTC

Description Unspecified vulnerability in the Oracle Outside In Technology component in Oracle Fusion Middleware 8.3.5 and 8.3.7 allows context-dependent attackers to affect availability via unknown vectors related to Outside In Filters, a different vulnerability than CVE-2012-1766, CVE-2012-1767, CVE-2012-1769, CVE-2012-1770, CVE-2012-1771, CVE-2012-1772, CVE-2012-1773, CVE-2012-3107, CVE-2012-3108, and CVE-2012-3110.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Fusion Middleware 8.3.5.0 All All All

Application Oracle Fusion Middleware 8.3.7.0 All All All

Application Oracle Fusion Middleware 8.3.5.0 All All All

Application Oracle Fusion Middleware 8.3.7.0 All All All
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Vulnerability Note VU#118913 - Oracle Outside In contains multiple exploitable vulnerabilities

Microsoft Security Bulletin MS12-058 - Critical | Microsoft Docs

IBM X-Force Exchange

Oracle Outside In Technology CVE-2012-3106 Remote Code Execution Vulnerability

Repository / Oval Repository

More information on Security Advisory 2737111 - Security Research & Defense - Site Home - TechNet Blogs

Oracle Fusion Middleware Bugs Let Remote Users Access and Modify Data and Local and Remote Users Deny Service - SecurityTracker

Support / Security / Advisories / / MDVSA-2013:150 | Mandriva

IBM Security Bulletin: Fix available for security vulnerabilities in Oracle Outside In Technology Code contained in IBM WebSphere Portal - United States

Microsoft Security Advisory (2737111): Vulnerabilities in Microsoft Exchange and FAST Search Server 2010 for SharePoint Parsing Could Allow Remote Code Execution
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Oracle Critical Patch Update - July 2012

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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