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AVNACMAUSCNINA® Certain versions of Ubuntu Linux from Canonical contain the following
’ vulnerability:

Unspecified vulnerability in the MySQL Server component in Oracle
MySQL 5.1.64 and earlier, and 5.5.26 and earlier, allows remote
authenticated users to affect availability via unknown vectors related to
Server Replication.

CVE-2012-3197 has been assigned by © secalert_us@oracle.com to track the vulnerability

CVSS2 Score: [3555LOW

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM X-Force Exchange € XF mysqlserver-serverreplication-dos(79393)
USN-1621-1: MySQL vulnerabilities | Ubuntu [ www.ubuntu.com | ® UBUNTU USN-1621-1

Security Advisory SA51309 - Red Hat update for ){ SECUNIA 51309

mysql - Secunia

About Secunia Research | Flexera [ secunia.com | { SECUNIA 53372

Security Advisory SA51177 - Ubuntu update for Y SECUNIA 51177

mysql-5.1, mysql-5.5, and mysql-dfsg-5.1 - [ text/html |

Secunia



https://cve.report/
https://cve.report/CVE-2012-3197/mitre
https://cve.report/CVE-2012-3197/nist
https://cve.report/CVE-2012-3197/cve_org
https://cve.report/CVE-2012-3197.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/79393
http://www.ubuntu.com/usn/USN-1621-1
https://web.archive.org/web/2012/http://secunia.com/advisories/51309
https://cve.report/CVE-2012-3197/5b4a4335
https://web.archive.org/web/2012/http://secunia.com/advisories/51177

Debian -- Security Information -- DSA-2581-1 www.debian.org (@ DEBIAN DSA-2581

[ www.debian.org |
mysql-5.1
Oracle Critical Patch Update - October 2012 Z O CONFIRM
Vendor Advisory www.oracle.com/technetwork/topics/security/cpuoct2012-
1515893.html
Support / Security / Advisories / / MDVSA- & MANDRIVA MDVSA-2013:150
2013:150 | Mandriva
Red Hat Customer Portal & REDHAT RHSA-2012:1462
Gentoo Linux Documentation -- MySQL: Multiple £ GENTOO GLSA-201308-06

vulnerabilities text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 10.04 All All All
System

Operating Canonical Ubuntu Linux 11.10 All All All
System

Operating Canonical Ubuntu Linux 12.04 All All All
System

Operating Canonical Ubuntu Linux 12.10 All All All
System

Operating Debian Debian Linux 6.0 All All All
System

Operating Debian Debian Linux 7.0 All All All
System

Application Mariadb Mariadb All All All All
Application Mysql Mysaql 5.1.28 All All All
Application Mysql Mysql 5.1.31 All All All
Application Mysql Mysaql 5.1.32 All All All
Application Mysql Mysql 5.1.34 All All All
Application Mysql Mysaql 5.1.37 All All All
Application Mysql Mysaql 5.1.5 All All All
Application Mysql Mysaql 5.1.23 All All All

Aoplication Mvsal Mvsal 5.1.31 All All All
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Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
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Enterprise Linux Desktop

Enterprise Linux Eus

Enterprise Linux Server

Enterprise Linux Workstation

cpe:2.3:0:debian:debian_linux:6.0:*:*:*:**:*:*:

cpe:2.3:0:debian:debian_linux:7.0

cpe:2.3:a:mariadb:mariadb

cpe:2.3:a:mysql:mysql:5.1.23

cpe:2.3:a:mysql:mysql:5.1.31

cpe:2.3:a:mysql:mysql:5.1.32

cpe:2.3:a:mysql:mysql:5.1.37

dkukakukakakak.

dkkakakokakak k.

Skukakakkakak.

Skuk ok ak ok akuk.

Skkkakkukuk.

Skk ok k ok akak.
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Skk ok akkukak.

cpe:2.3:a:mysqgl:mysql:5.1.32: %"

Skuk ok akakukak.

cpe:2.3:a:mysqgl:mysql:5.1.34: %

cpe:2.3:a:mysql:mysql:5.1.5: e

cpe:2.3:a:oracle:xmysql:5.1.1: e

cpe:2.3:a:oraclexmysql:5.1.10:

cpe:2.3:a:oraclexmysql:5.1. 11

cpe:2.3:a:oraclexmysql:5.1.12:*

cpe:2.3:a:oracle:mysql:5.1.13: """ ™

cpe:2.3:a:oracle:mysql:5.1. 14 "

cpe:2.3:a:oracle:mysql:5.1.15:" " ™

cpe:2.3:a:oracle:mysql:5.1.16:* """ ™

cpe:2.3:a:oracle:mysql:5.1.17: "

cpe:2.3:a:oracle:mysql:5.1.18: " """

ARk LKLk LK LK LK,

cpe:2.3:a:oracle:mysql:5.1.22:* "

dkkakukukak.

cpe:2.3:a:oracle:mysql:5.1.23:a:":":*:*:*:":

ak kLKL LK LKLk,

cpe:2.3:a:oracle:mysql:5.1.24:* 7 :**:*:

ARk LKLk kLKL k,

cpe:2.3:a:oracle:mysql:5.1.25:* 7 " "

ak kLKL LK LKLk,

cpe:2.3:a:oracle:mysql:5.1.26:*:***:*:*:*:

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.1.27:* 7 :***:

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.1.29:



cpe:2.3:a:oracle:mysql:5.1.3:

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.1.30:

Skk Lk ukkuk.

cpe:2.3:a:oracle:mysql:5.1.31:sp1: "

Kk kK kKK,

cpe:2.3:a:oracle:mysql:5.1.33:"

Skuk ok akkak,

cpe:2.3:a:oracle:mysql:5.1.34:sp1

kKoK kK,

cpe:2.3:a:oracle:mysql:5.1.38:*

kKKK oKLk,

cpe:2.3:a:oracle:mysql:5.1.39:*

cpe:2.3:a:oracle:mysql:5.1.4: >

Rk ok ok koK k.

cpe:2.3:a:oracle:mysql:5.1.40:* """

B R

cpe:2.3:a:oracle:mysql:5.1.49:* """

Skkukukukuk.

cpe:2.3:a:oracle:mysql:5.1.49:sp 1 :*:*:

dkk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.1.50:* " " *:*:

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.1.51 7 "



Skk ok kkak.

cpe:2.3:a:oracle:mysql:5.1.52:sp1 " "

Kk kK kKK,

cpe:2.3:a:oracle:mysql:5.1.54

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.1.55:

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.1.56:* "

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.1.57

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.1.59:
cpe:2.3:a:oraclexmysql:5.1.6:* ™

cpe:2.3:a:oraclexmysql:5.1.60:*

kKKK kK,

cpe:2.3:a:oraclexmysql:5.1.61

cpe:2.3:a:oracle:mysql:5.1.7: %

cpe:2.3:a:oracle:mysql:5.1.8: " "

cpe:2.3:a:oracle:mysql:5.1.9: "

cpe:2.3:a:oracle:mysql:5.5.0: "

cpe:2.3:a:oracle:mysql:5.5.1: "

ARk kLK LK LKLk,

cpe:2.3:a:oracle:mysql:5.5.16:*: " *:*:*:

ak kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.5.17:* "

ARk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.5.18:* " *:*:*:

cpe:2.3:a:oracle:mysql:5.5.19: " :*:

cpe:2.3:a:oracle:mysql:5.5.2:



Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.5.20:

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.5.22:

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.5.23:*

koK kKKK,

cpe:2.3:a:oracle:mysql:5.5.24

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.5.25:*

LRk kR Lk uk,

cpe:2.3:a:oracle:mysql:5.5.25:a:*:* "

cpe:2.3:a:oracle:mysql:5.5.3: i

cpe:2.3:a:oracle:mysql:5.5.4:

cpe:2.3:a:oracle:mysql:5.5.5:

cpe:2.3:a:oracle:mysql:5.5.6: %"

cpe:2.3:a:oracle:mysql:5.5.7: "

cpe:2.3:a:oracle:mysql:5.5.9: "k

cpe:2.3:a:oracle:mysql:5.1.1: "

cpe:2.3:a:oracle:mysql:5.1.10:" " " ™

cpe:2.3:a:oracle:mysql:5.1.11 "

cpe:2.3:a:oracle:mysql:5.1.12:* "

cpe:2.3:a:oracle:mysql:5.1.13:" " "

cpe:2.3:a:oracle:mysql:5.1. 14 "

cpe:2.3:a:oracle:mysql:5.1.15: " "

cpe:2.3:a:oracle:mysql:5.1.16:" """ ™

cpe:2.3:a:oracle:mysql:5.1. 17 "

cpe:2.3:a:oracle:mysql:5.1.18:* 7 :":*:*:

cpe:2.3:a:oracle:mysql:5.1.2:* """

ak kLK Lk kLKL K,

cpe:2.3:a:oracle:mysql:5.1.20:* " "

ARk Lk kKKK,

cpe:2.3:a:oracle:mysql:5.1.22:* 7 " *:*:



dkkakkkak.

cpe:2.3:a:oracle:mysql:5.1.23:a:*: " ™

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.1.24

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.1.26:"

Kk ok KKKk,

cpe:2.3:a:oracle:mysql:5.1.27

Kk ok Kk kLK,

cpe:2.3:a:oracle:mysql:5.1.28:*

koK kKKK,

cpe:2.3:a:oracle:mysql:5.1.29:*

cpe:2.3:a:oracle:mysql:5.1.3: i

Rk kKK kK,

cpe:2.3:a:oracle:mysql:5.1.30:"

Skakakakukak,

cpe:2.3:a:oraclexmysql:5.1.31:sp1:* "%

Rk ok kKKK,

cpe:2.3:a:oracle:mysql:5.1.33:*

Skakakakakak,

cpe:2.3:a:oracle:mysql:5.1.34:sp1 " "

ak kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.1.45:* %"

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.1.46:*: " "

kKKK kKK,

cpe:2.3:a:oracle:mysql:5.1.47:% %% %



Kk kKK kLK,

cpe:2.3:a:oracle:mysql:5.1.50:

kKoK uk kLK,

cpe:2.3:a:oraclexmysql:5.1.51

kKoK uk kK,

cpe:2.3:a:oracle:mysql:5.1.52:* *

Skk ok k Lk uk,

cpe:2.3:a:oracle:mysql:5.1.52:sp1: """

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.1.54

kKKK oKLk,

cpe:2.3:a:oracle:mysql:5.1.55:

Rk kKK kK,

cpe:2.3:a:oracle:mysql:5.1.56:* """ ™

cpe:2.3:a:oracle:mysql:5.1.7:
cpe:2.3:a:oracle:mysql:5.1.8:: " "
cpe:2.3:a:oracle:mysql:5.1.9:%: """
cpe:2.3:a:oracle:mysql:5.5.0: """
cpe:2.3:a:oracle:mysql:5.5.1: %"

cpe:2.3:a:oracle:mysql:5.5.10: 7 :"*:*:

Ak kKK kKK,

cpe:2.3:a:oracle:mysql:5.5. 11 "

ak kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.5.12:* " "



KKk kKKK,

cpe:2.3:a:oracle:mysql:5.5. 14

Kk kKR kLK,

cpe:2.3:a:oracle:mysql:5.5.18:*
cpe:2.3:a:oracle:mysql:5.5. 19"
cpe:2.3:a:oracle:xmysql:5.5.2:* i

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.5.20:*

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.5.22:* *

kKKK oKk,

cpe:2.3:a:oracle:mysql:5.5.23 """

cpe:2.3:a:oracle:mysql:5.5.25:a:*:* """

cpe:2.3:a:oracle:mysql:5.5.3: "k

cpe:2.3:a:oracle:mysql:5.5.4: %

cpe:2.3:a:oracle:mysql:5.5.5:

cpe:2.3:a:oracle:mysql:5.5.6:*: " "

cpe:2.3:a:oracle:mysql:5.5.7:

cpe:2.3:a:oracle:mysql:5.5.9: "

ARk LKLk LKLk KLk,

cpe:2.3:a:oracle:mysql:*: "

cpe:2.3:0:redhat:enterprise_linux_desktop:6.0:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:0:redhat:enterprise_linux_eus:6.3:*:*:*:*:*:*:*:

cpe:2.3:0:redhat:enterprise_linux_server:6.0:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:0:redhat:enterprise_linux_workstation:6.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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