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Summary

CVE CVE-2012-3221

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-17 10:54:00 UTC

Updated 2017-09-19 01:35:00 UTC

Description Unspecified vulnerability in the Oracle VM Virtual Box component in Oracle Virtualization 3.2, 4.0, and 4.1 allows local users to affect availability via unknown vectors related to VirtualBox Core. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Virtualization 3.2 All All All

Application Oracle Virtualization 4.0 All All All

Application Oracle Virtualization 4.1 All All All

Application Oracle Virtualization 3.2 All All All

Application Oracle Virtualization 4.0 All All All

Application Oracle Virtualization 4.1 All All All

References

Reference Source Link

Oracle Oracle VM Virtual Box CVE-2012-3221 Local Security Vulnerability BID www.securityfocus.com

Oracle Virtualization Bugs Let Remote Users Partially Modify Data and Local Users Partially Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Repository / Oval Repository OVAL oval.cisecurity.org

Debian -- Security Information -- DSA-2594-1 virtualbox-ose DEBIAN www.debian.org

Oracle Critical Patch Update - October 2012 CONFIRM www.oracle.com

Support / Security / Advisories / / MDVSA-2013:150 | Mandriva MANDRIVA www.mandriva.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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