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Summary

CVE CVE-2012-3236

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-12 21:55:00 UTC

Updated 2022-02-07 18:40:00 UTC

Description fits-io.c in GIMP before 2.8.1 allows remote attackers to cause a denial of service (NULL pointer dereference and application crash) via a malformed XTENSION header of a .fit file, as demonstrated using a long string.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gimp Gimp All All All All

Application Gimp Gimp 2.6.11 All All All

Application Gimp Gimp 2.6.8 All All All

Application Gimp Gimp 2.6.8 All All All

Application Gimp Gimp All All All All

Application Gnu Gimp 2.2.0 All All All

Application Gnu Gimp 2.3.0 All All All

Application Gnu Gimp 2.3.3 All All All

Application Gnu Gimp 2.4.0 All All All

Application Gnu Gimp 2.5.0 All All All

Application Gnu Gimp 2.6.0 All All All

Application Gnu Gimp 2.7.0 All All All

Application Gnu Gimp 2.2.0 All All All

Application Gnu Gimp 2.3.0 All All All

Application Gnu Gimp 2.3.3 All All All

Application Gnu Gimp 2.4.0 All All All

Application Gnu Gimp 2.5.0 All All All
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Application Gnu Gimp 2.5.0 All All All

Application Gnu Gimp 2.6.0 All All All

Application Gnu Gimp 2.7.0 All All All

References

Reference Source Link

GIMP FIT File Format DoS by Joseph Sheridan MISC www.reactionpenetrationtesting.co.uk

Bug 676804 - file handling DoS for fit file format (ace45631) · Commits · GNOME / GIMP · GitLab CONFIRM git.gnome.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Bug 676804 – file handling DoS for fit file format CONFIRM bugzilla.gnome.org

20120629 GIMP FIT File Format DoS BUGTRAQ archives.neohapsis.com

GIMP 'fit' File Format Denial of Service Vulnerability BID www.securityfocus.com

GIMP 2.8.0 FIT File Format DoS EXPLOIT-DB www.exploit-db.com

[security-announce] openSUSE-SU-2012:1080-1: important: gimp to fix vari SUSE lists.opensuse.org

Support / Security / Advisories / / MDVSA-2013:082 | Mandriva MANDRIVA www.mandriva.com

USN-1559-1: GIMP vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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