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/
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CVE-2012-3268

PUBLIC

hp-security-alert@hp.com

CVE Program / NVD first with legacy fallback
2013-02-01 11:49:00 UTC

2023-11-07 02:11:00 UTC

Certain HP Access Controller, Fabric Module, Firewall, Router, Switch, and UTM Appliance products; certain HP 3Com Acc

Risk And Classification

1|

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)
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Hardware Hp 0235a37u -

Hardware Hp 0235a37x -
Hardware Hp 0235a38m -
Hardware Hp 0235a38n -
Hardware Hp 0235a38p -
Hardware Hp 0235a38q -
Hardware Hp 0235a38r -
Hardware Hp 0235a38v -
Hardware Hp 0235a390 -
Hardware Hp 0235a391 -
Hardware Hp 0235a392 -
Hardware Hp 0235a393 -
Hardware Hp 0235a394 -
Hardware Hp 0235a395 -
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Hardware Hp 0235a397 -
Hardware Hp 0235a398 -
Hardware Hp 0235a3%h -
Hardware Hp 0235a41d -
Hardware Hp 0235a42b -
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Hardware Hp 0235aa2m -
Hardware Hp 10500/7500 Advanced Vpn Firewall Module jd249a
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Hardware Hp 10504 Switch Chassis jc613a
Hardware Hp 10504 Switch Chassis jc613a
Hardware Hp 10508-v Switch Chassis jc611a
Hardware Hp 10508-v Switch Chassis jc611a
Hardware Hp 10508 Switch Chassis jc612a
Hardware Hp 10508 Switch Chassis jc612a
Hardware Hp 10512 Switch Chassis jc748a
Hardware Hp 10512 Switch Chassis jc748a
Hardware Hp 12500 Vpn Firewall Module jc635a
Hardware Hp 12500 Vpn Firewall Module jc635a

Hardware Hp 12508 Dc Switch Chassis jc652a
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5500-489 Ei Switch

5500-48g Ei Taa-compliant Switch With 2 Interface Slots
5500-48g Ei Taa-compliant Switch With 2 Interface Slots
5500-48g Si Switch

5500-48g Si Switch

5500-ei Pwr Switch 28-port

5500-ei Pwr Switch 28-port

5500-ei Pwr Switch 52-port

5500-ei Pwr Switch 52-port

5500-ei Switch 28-port Fx

5500-ei Switch 28-port Fx

5500-ei Switch 52-port

5500-ei Switch 52-port

5500g-24 Ei 10/100/1000 No Power Supply Unit Switch
5500g-24 Ei 10/100/1000 No Power Supply Unit Switch
5500g-24 Ei Sfp No Power Supply Unit Switch
5500g-24 Ei Sfp No Power Supply Unit Switch
55009-48 Ei 10/100/1000 No Power Supply Unit Switch
55009-48 Ei 10/100/1000 No Power Supply Unit Switch
5500g-ei Pwr Switch 48-port

5500g-ei Pwr Switch 48-port

5500g-ei Switch 24 Port

5500g-ei Switch 24 Port

5500g-ei Switch 48-port

5500g-ei Switch 48-port

5500g-ei Switch Pwr 24-port3cr17252-91

5500g-ei Switch Pwr 24-port3cr17252-91

5500g-ei Switch Sfp 24-port

5500g-ei Switch Sfp 24-port

5682 Router

5682 Router

5682 Router

5682 Router

5800-24g-poe Taa-compliant Switch

5800-24g-poe Taa-compliant Switch

jd375a
jg251a
jg251a
jd370a
jd370a
3er17171-91
3cr17171-91
3cr17172-91
3cr17172-91
3cr17181-91
3cr17181-91
3cr17162-91
3cr17162-91
jf551a
jf551a
jf553a
jf553a
jf552a
jf552a
3cr17253-91
3cr17253-91
3cr17250-91
3cr17250-91
3cr17251-91
3cr17251-91
All

All
3cr17258-91
3cr17258-91
3¢13759
jd946a
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jg254a


http://cve.report/vendor/hp
http://cve.report/software/hp/5500-48g_ei_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-48g_ei_taa-compliant_switch_with_2_interface_slots
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-48g_ei_taa-compliant_switch_with_2_interface_slots
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-48g_si_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-48g_si_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-ei_pwr_switch_28-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-ei_pwr_switch_28-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-ei_pwr_switch_52-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-ei_pwr_switch_52-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-ei_switch_28-port_fx
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-ei_switch_28-port_fx
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-ei_switch_52-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500-ei_switch_52-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-24_ei_10/100/1000_no_power_supply_unit_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-24_ei_10/100/1000_no_power_supply_unit_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-24_ei_sfp_no_power_supply_unit_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-24_ei_sfp_no_power_supply_unit_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-48_ei_10/100/1000_no_power_supply_unit_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-48_ei_10/100/1000_no_power_supply_unit_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_pwr_switch_48-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_pwr_switch_48-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_switch_24_port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_switch_24_port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_switch_48-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_switch_48-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_switch_pwr_24-port3cr17252-91
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_switch_pwr_24-port3cr17252-91
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_switch_sfp_24-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5500g-ei_switch_sfp_24-port
http://cve.report/vendor/hp
http://cve.report/software/hp/5682_router
http://cve.report/vendor/hp
http://cve.report/software/hp/5682_router
http://cve.report/vendor/hp
http://cve.report/software/hp/5682_router
http://cve.report/vendor/hp
http://cve.report/software/hp/5682_router
http://cve.report/vendor/hp
http://cve.report/software/hp/5800-24g-poe__taa-compliant_switch
http://cve.report/vendor/hp
http://cve.report/software/hp/5800-24g-poe__taa-compliant_switch

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp

Hp

5800-24g-poe Switch

5800-24g-poe Switch

5800-24g-sfp Switch

5800-24g-sfp Switch

5800-24g-sfp Taa-compliant Switch With 1 Interface Slot
5800-24g-sfp Taa-compliant Switch With 1 Interface Slot
5800-24g Switch

5800-24g Switch

5800-24g Taa-compliant Switch

5800-24g Taa-compliant Switch

5800-48g-poe Taa-compliant Switch With 1 Interface Slot
5800-48g-poe Taa-compliant Switch With 1 Interface Slot
5800-48g-poe Taa-compliant Switch With 2 Interface Slots
5800-48g-poe Taa-compliant Switch With 2 Interface Slots
5800-48g-poe Switch

5800-48g-poe Switch

5800-48g Switch

5800-48g Switch

5800-48g Switch With 2 Slots

5800-48g Switch With 2 Slots

5800-48g Taa-compliant Switch With 1 Interface Slot
5800-48g Taa-compliant Switch With 1 Interface Slot
5800af-48g Switch

5800af-48g Switch

5810-48g Switch

5810-48g Switch

5820 Vpn Firewall Modulejd255a

5820 Vpn Firewall Modulejd255a

5830af-48g Switch With 1 Interface Slot

5830af-48g Switch With 1 Interface Slot

5830af-96g Switch

5830af-96g Switch

5830 Cto Built Switch

5830 Cto Built Switch

6040 Router Chassis

6040 Router Chassis

jc099a
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jg256a
jg256a
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jg255a
jg255a
jg257a
jg257a
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jg258a
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jg225a
jg225a
jf242a
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All
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3c13840
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6040 Router Chassis

6040 Router Chassis

6080 Router Chassis

6080 Router Chassis

6080 Router Chassis 3c¢13880

6080 Router Chassis 3c13880

6600 Firewall Processing Router Module
6600 Firewall Processing Router Module
6600 Rpe X1 Router Module

6600 Rpe X1 Router Module

6600 Rse-x1 Router Main Processing Unit
6600 Rse-x1 Router Main Processing Unit
6602 Router Chassis

6602 Router Chassis

6604 Router Chassis

6604 Router Chassis

6604 Router Chassis

6604 Router Chassis

6608 Router

6608 Router

6608 Router Chassis

6608 Router Chassis

6616 Router Chassis

6616 Router Chassis

7500 384gbps Fabric Module

7500 384gbps Fabric Module

7500 384gbps Fabric Module With 2 Xfp Ports
7500 384gbps Fabric Module With 2 Xfp Ports
7500 384gbps Fabric Module With 2 Xfp Ports
7500 384gbps Fabric Module With 2 Xfp Ports
7500 384gbps Taa-compliant Fabric / Main Processing Unit

7500 384gbps Taa-compliant Fabric / Main Processing Unit

7500 384gbps Taa-compliant Fabric / Mpu With 2 10gbe Xfp Ports

7500 384gbps Taa-compliant Fabric / Mpu With 2 10gbe Xfp Ports

7500 768gbps Fabric Module

313840
jd967a
jd972a
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jc566a
jc566a
jc176a
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jc178b
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7500 768gbps Fabric Module

7500 768gbps Taa-compliant Fabric / Main Processing Unit

7500 768gbps Taa-compliant Fabric / Main Processing Unit

7502 Switch Chassis

7502 Switch Chassis

7502 Switch Chassis

7502 Switch Chassis

7502 Taa-compliant Main Processing Unit

7502 Taa-compliant Main Processing Unit

75083-s 144gbps Fabric/mpu With Poe Upgradable 20-port Gig-t/4-port Gbe Combo
7503-s 144gbps Fabric/mpu With Poe Upgradable 20-port Gig-t/4-port Gbe Combo
7503-s 144gbps Taa Fabric / Mpu With 16 Gbe Sfp Ports And 8 Gbe Combo Ports
7503-s 144gbps Taa Fabric / Mpu With 16 Gbe Sfp Ports And 8 Gbe Combo Ports
7503 Switch Chassis

7503 Switch Chassis
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7503 Switch Chassis With 1 Fabric Slot
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7506 Switch Chassis

7506 Switch Chassis

7506 Switch Chassis
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S5120-28p-si 24ge Plus 4 Sfp

S5120-48p-ei 48ge Plus 4combosfp
S5120-48p-ei 48ge Plus 4combosfp
S5120-52¢-ei 48ge Plus 4combo Plus 2slt
S5120-52c-ei 48ge Plus 4combo Plus 2slt
S7500e Secblade Vpn Firewall Module
S7500e Secblade Vpn Firewall Module
S7500e Secblade Vpn Firewall Module
S7500e Secblade Vpn Firewall Module
S§7502e Chassis W/ Fans

S7502e Chassis W/ Fans

S7502e Ethernet Switch Chassis With Fan
S7502e Ethernet Switch Chassis With Fan
S7503e-s Chassis W/ Fans

S7503e-s Chassis W/ Fans

S7503e-s Ethernet Switch Chassis With Fan
S75083e-s Ethernet Switch Chassis With Fan
S7503e Chassis W/ Fans

S7503e Chassis W/ Fans

S7503e Ethernet Switch Chassis With Fan
S§7503e Ethernet Switch Chassis With Fan
S7506e-v Chassis W/ Fans

S§7506e-v Chassis W/ Fans

S7506e-v Ethernet Switch Chassis With Fan
S7506e-v Ethernet Switch Chassis With Fan
S7506e Ethernet Switch Chassis With Fan
S7506e Ethernet Switch Chassis With Fan
S7510e 768 Gbps Fabric

S7510e 768 Gbps Fabric

S7510e 768 Gbps Fabric

S7510e 768 Gbps Fabric

S7510e Chassis W/ Fans

S7510e Chassis W/ Fans

S7510e Ethernet Switch Chassis With Fan

S7510e Ethernet Switch Chassis With Fan

0235a42d
0235a0br
0235a0br
0235a0bt
0235a0bt
0231a832
Isq1fwbscO
0231a832
Isq1fwbscO
0235a29a
0235a29a
0235a0g4
0235a0g4
0235a33r
0235a33r
0235a0g5
0235a0g5
0235a27r
0235a27r
0235a0g92
02352092
0235a27s
0235a27s
0235a0g3
02352093
0235a0g1
0235a0g1
0231a86p
Isq1srpd0
0231a86p
Isq1srpd0
0235a25n
0235a25n
0235a0g0

0235a0g0
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http://cve.report/software/hp/s7510e_768_gbps_fabric
http://cve.report/vendor/hp
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http://cve.report/vendor/hp
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http://cve.report/vendor/hp
http://cve.report/software/hp/s7510e_chassis_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7510e_chassis_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7510e_ethernet_switch_chassis_with_fan
http://cve.report/vendor/hp
http://cve.report/software/hp/s7510e_ethernet_switch_chassis_with_fan
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S7902e Chassis Kit W/ Fans

S§7902e Chassis Kit W/ Fans
S§7903e-s Chassis Kit W/ Fans
S7903e-s Chassis Kit W/ Fans
S§7903e Chassis Kit W/ Fans

S7903e Chassis Kit W/ Fans
S7906e-v Chassis Kit W/ Fans
S7906e-v Chassis Kit W/ Fans
S§7906e Chassis Kit W/ Fans

S7906e Chassis Kit W/ Fans

S9500e Secblade Vpn Firewall Module
S9500e Secblade Vpn Firewall Module
S9500e Secblade Vpn Firewall Module
S9500e Secblade Vpn Firewall Module
S9502 Ls-9502-ovs-h3 Routing Switch Chassis
S9502 Ls-9502-ovs-h3 Routing Switch Chassis
S9505e Chassis W/ Fans

S9505e Chassis W/ Fans

S9505e Routing-switch Chassis
S9505e Routing-switch Chassis
S9505 Routing Switch Chassis

S9505 Routing Switch Chassis

S9505 Routing Switch Chassis

S9505 Routing Switch Chassis
S9508e-v Routing-switch Chassis
S9508e-v Routing-switch Chassis
S9508 Routing Switch Chassis

S9508 Routing Switch Chassis

S9508 Routing Switch Chassis

S9508 Routing Switch Chassis
S9512e Routing-switch Chassis
S9512e Routing-switch Chassis
S9512 Routing Switch Chassis

S9512 Routing Switch Chassis

S9512 Routing Switch Chassis

S9512 Routing Switch Chassis

3cs7902e
3cs7902e
3cs7903es
3cs7903es
3cs7903e
3cs7903e
3cs7906ev
3cs7906ev
3cs7906e
3cs7906e
0231a0av
Isrifw2al
0231a0av
Isrifw2al
jeb51a
jeb51a
0235a38p
0235a38p
0235a096
0235a0g6
0235a17a
jc055a
0235a17a
jc055a
0235a38q
0235a38q
0235a16t
jc054a
0235a16t
jc054a
0235a0g7
0235a0g7
0235a17b
jc056a
0235a17b

jc056a


http://cve.report/vendor/hp
http://cve.report/software/hp/s7902e_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7902e_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7903e-s_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7903e-s_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7903e_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7903e_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7906e-v_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7906e-v_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7906e_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s7906e_chassis_kit_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s9500e_secblade_vpn_firewall_module
http://cve.report/vendor/hp
http://cve.report/software/hp/s9500e_secblade_vpn_firewall_module
http://cve.report/vendor/hp
http://cve.report/software/hp/s9500e_secblade_vpn_firewall_module
http://cve.report/vendor/hp
http://cve.report/software/hp/s9500e_secblade_vpn_firewall_module
http://cve.report/vendor/hp
http://cve.report/software/hp/s9502_ls-9502-ovs-h3_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9502_ls-9502-ovs-h3_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9505e_chassis_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s9505e_chassis_w/_fans
http://cve.report/vendor/hp
http://cve.report/software/hp/s9505e_routing-switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9505e_routing-switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9505_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9505_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9505_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9505_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9508e-v_routing-switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9508e-v_routing-switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9508_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9508_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9508_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9508_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9512e_routing-switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9512e_routing-switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9512_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9512_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9512_routing_switch_chassis
http://cve.report/vendor/hp
http://cve.report/software/hp/s9512_routing_switch_chassis
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Secpath U200-a

Secpath U200-a

Secpath U200-cs

Secpath U200-cs

Secpath U200-s

Secpath U200-s

Sr6602 1u Router Host

Sr6602 1u Router Host

Sr6604 Router Bundle With Rpe-x1 And Pow
Sr6604 Router Bundle With Rpe-x1 And Pow
Sr6608 Router Bundle With Rpe-x1 And Pow
Sr6608 Router Bundle With Rpe-x1 And Pow
Sr6616 Router Chassis

Sr6616 Router Chassis

Sr66 Gigabit Firewall Module

Sr66 Gigabit Firewall Module

Sr8802 10g Core Router Chassis

Sr8802 10g Core Router Chassis

Sr8802 10g Core Router Chassis

Sr8802 10g Core Router Chassis

Sr8805 10g Core Router Chassis

Sr8805 10g Core Router Chassis

Sr8805 10g Core Router Chassis

Sr8805 10g Core Router Chassis

Sr8808 10g Core Router Chassis

Sr8808 10g Core Router Chassis

Sr8808 10g Core Router Chassis

Sr8808 10g Core Router Chassis

Sr8812 10g Core Router Chassis

Sr8812 10g Core Router Chassis

Sr8812 10g Core Router Chassis

Sr8812 10g Core Router Chassis

Sr88 Firewall Processing Module

Sr88 Firewall Processing Module

Ss4 5500-si Switch 28 Port

0235a36q
0235a36q
0235a0ct

0235a0ct

0235a36n
0235a36n
0235a27d
0235a27d
0150a12b
0150a12b
0150a129
0150a129
0235a41d
0235a41d
0231a88a
0231a88a
0235a0gc
0235a31b
0235a0gc
0235a31b
0235a09g8
0235a31c
0235a09g8
0235a31c
0235a099
0235a31d
0235a099
0235a31d
0235a0ga
0235a31e
0235a0ga
0235a31e
0231288

0231a88

3cr17151-91
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