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CVE-2012-3304

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCRIPAP Certain versions of Websphere Application Server from Ibm contain the
’ following vulnerability:

The Administrative Console in IBM WebSphere Application Server
(WAS) 6.1 before 6.1.0.45, 7.0 before 7.0.0.25, 8.0 before 8.0.0.5, and
8.5 before 8.5.0.1 allows remote attackers to hijack sessions via
unspecified vectors.

CVE-2012-3304 has been assigned by () psirt@us.ibm.com to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Security Bulletin: Security Vulnerabilities fixed in IBM WebSphere s& CONFIRM
Application Server 7.0.0.25 [ www.ibm.com | www.ibm.com/support/docview.wss?
uid=swg21611313
IBM X-Force Exchange € XF was-isc-session-hijacking(77476)
IBM notice: The page you requested cannot be displayed o AIXAPAR PM54356
() OSVDB 85733
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2012-3304/mitre
https://cve.report/CVE-2012-3304/nist
https://cve.report/CVE-2012-3304/cve_org
https://cve.report/CVE-2012-3304.pdf
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.ibm.com/support/docview.wss?uid=swg21611313
https://exchange.xforce.ibmcloud.com/vulnerabilities/77476
http://www-01.ibm.com/support/docview.wss?uid=swg1PM54356
http://osvdb.org/85733
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Websphere Application Server 6.1.0 All All All
Application Ibm Websphere Application Server 6.1.0.0 All All All
Application Ibm Websphere Application Server 6.1.0.1 All All All
Application Ibm Websphere Application Server 6.1.0.11 All All All
Application Ibm Websphere Application Server 6.1.0.12 All All All
Application Ibm Websphere Application Server 6.1.0.15 All All All
Application lbom Websphere Application Server 6.1.0.17 All All All
Application Ibm Websphere Application Server 6.1.0.19 All All All
Application lbom Websphere Application Server 6.1.0.2 All All All
Application Ibm Websphere Application Server 6.1.0.21 All All All
Application Ibm Websphere Application Server 6.1.0.23 All All All
Application Ibm Websphere Application Server 6.1.0.25 All All All
Application Ibom Websphere Application Server 6.1.0.27 All All All
Application Ibm Websphere Application Server 6.1.0.29 All All All
Application Ibm Websphere Application Server 6.1.0.3 All All All
Application Ibm Websphere Application Server 6.1.0.31 All All All
Application Ibm Websphere Application Server 6.1.0.33 All All All
Application Ibm Websphere Application Server 6.1.0.35 All All All
Application Ibm Websphere Application Server 6.1.0.37 All All All
Application Ibm Websphere Application Server 6.1.0.39 All All All
Application Ibm Websphere Application Server 6.1.0.4 All All All
Application Ibm Websphere Application Server 6.1.0.41 All All All
Application Ibm Websphere Application Server 6.1.0.43 All All All
Application Ibm Websphere Application Server 6.1.0.5 All All All
Application Ibm Websphere Application Server 6.1.0.7 All All All
Application Ibm Websphere Application Server 6.1.0.9 All All All
Application Ibm Websphere Application Server 7.0.0.1 All All All
Application Ibom Websphere Application Server 7.0.0.10 All All All

Application Ibm Websphere Application Server 7.0.0.11 All All All
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Appilicaton 1om vvepspnere Applicaton Server 8.U.U.3 All All All
Application Ibm Websphere Application Server 8.0.0.4 All All All

Application Ibm Websphere Application Server 8.5.0.0 All All All

cpe:2.3:a:ibm:websphere_application_server:6.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.0:*:%:*:*:*:*::

cpe:2.3:a:ibm:websphere_application_server:6.1.0.1:*:% "

dkkak ok akakk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.12:*:*:*:*:*:*:*:

dk Lk ak ok akakok.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.15::*:*:*:*:*:*:

dkkakokkakuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.17:*:*:*:**:*:*:

dkkak ok akakok.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.19:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.2:%:*:*:*:*:*:*:

dkukakakakakuk,

cpe:2.3:a:ibm:websphere_application_server:6.1.0.21:*:*:*:**:*:*:

dkak Lk akakakk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.23:*:*:*:*:*:*:*:

dkkk kR akk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.25::*:*:*:*:*:*:

ak Lk k kR akk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.27:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.3:*:*:***:*:*:

dkak kR akakuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.31: " :*:

dkak kR ok akuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.33:*:*:*:*:*:*:*:

dkak kR ok akak.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.35:*:**:*:*:*:*:

dkak kR ok akak,

cpe:2.3:a:ibm:websphere_application_server:6.1.0.39:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.4:*:*:**:**:*:

dk Kk ok akakak.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.41
cpe:2.3:a:ibm:websphere_application_server:6.1.0.43:*:*:*:**:*:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.0.5:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.7:* " " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.9:* " " *:*:


http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server

cpe:2.3:a:ibm:websphere_application_server:7.0.0.1:*:" "

dk Lk ak ok akakuk.

cpe:2.3:a:ibm:websphere_application_server:7.0.0.17:*:*:***:*:*:
cpe:2.3:a:ibm:websphere_application_server:7.0.0.19:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:7.0.0.2:%:*:*:*:*

dkakakokkukuk.

cpe:2.3:a:ibm:websphere_application_server:7.0.0.21:*:*:*:**:*:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.3:*:*:*:***:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.4:*:*: %

cpe:2.3:a:ibm:websphere_application_server:7.0.0.5:*:*:****::

cpe:2.3:a:ibm:websphere_application_server:7.0.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.7:*:*: %

cpe:2.3:a:ibm:websphere_application_server:7.0.0.8:*:*:*:**:*:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.9::*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:8.0.0.0:*:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:8.0.0.1: "

cpe:2.3:a:ibm:websphere_application_server:8.0.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:8.0.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:8.0.0.4:*:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:8.5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.0:*:" " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.1:*:" "



cpe:2.3:a:ibm:websphere_application_server:6.1.0.2:%:*:*:*:*:*::

akukakakakakok.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.21:*:*:*:*:*:*:*:

dkkak ok akakuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.25::*:*:*:*:*:*:

dkkak ok akakuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.27:*:*:*:*:*:*:*:

dkkakokakakok.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.29::*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.3:*:*:*:*

dkak kR Lk akk,

cpe:2.3:a:ibm:websphere_application_server:6.1.0.33:*:*:*:*:*:*:*:

dkak kR Lk akk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.35:*:*:*:*:*:*:*:

dkak kR Lk ukk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.37:*:*:*:*:*:*:*:

dkukk kR ukk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.39::*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.4:*: " *::

LRk kR Lk akuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.41: " :*:

dkak kR R akak.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.43:*:*:*:**:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.5:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.7:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.9::*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.1:**:**:**:*:

dk Rk kR Rk,

cpe:2.3:a:ibm:websphere_application_server:7.0.0.10:

dkakak ok akakak.

cpe:2.3:a:ibm:websphere_application_server:7.0.0.11

dkakak ok akakak.

cpe:2.3:a:ibm:websphere_application_server:7.0.0.13:*:**:**:*:*:



cpe:2.3:a:ibm:websphere_application_server:7.0.0.3:*:*:*:*:**::

cpe:2.3:a:ibm:websphere_application_server:7.0.0.4:*:*:*:*:*

cpe:2.3:a:ibm:websphere_application_server:7.0.0.5:%:*:*

cpe:2.3:a:ibm:websphere_application_server:7.0.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.7:*:*:***

cpe:2.3:a:ibm:websphere_application_server:7.0.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.9:*:*:****::

cpe:2.3:a:ibm:websphere_application_server:8.0.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:8.0.0.1:*:*:*:*:**::

cpe:2.3:a:ibm:websphere_application_server:8.0.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:8.0.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:8.0.0.4:*:*:**:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:8.5.0.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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