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CVE-2012-3316

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUSCNIPAN Certain versions of Change And Configuration Management Database
’ from Ibm contain the following vulnerability:

Cross-site scripting (XSS) vulnerability in the Tivoli Process
Automation Engine (TPAE) in IBM Maximo Asset Management 6.2
through 7.5, Maximo Asset Management Essentials 6.2 through 7.5,
Tivoli Asset Management for IT 6.2 through 7.2, Tivoli Service Request
Manager 7.1 and 7.2, Maximo Service Desk 6.2, Change and
Configuration Management Database (CCMDB) 7.1 and 7.2, and SmartCloud Control Desk
7.5 allows remote authenticated users to inject arbitrary web script or HTML via unspecified
vectors.

CVE-2012-3316 has been assigned by (T} psirt@us.ibm.com to track the vulnerability

CVSS2 Score: (355 LOW |

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
IBM notice: The page you requested cannot be o2 AIXAPAR V24609
displayed
IBM X-Force Exchange € XF mam-tpae-xss(77813)
Security Vulnerabilities Addressed in Asset and o2 CONFIRM www-01.ibm.com/support/docview.wss?
Service Mgmt uid=swg21625624
t=xthtmi)



https://cve.report/
https://cve.report/CVE-2012-3316/mitre
https://cve.report/CVE-2012-3316/nist
https://cve.report/CVE-2012-3316/cve_org
https://cve.report/CVE-2012-3316.pdf
http://cve.report/software/ibm/change_and_configuration_management_database
http://cve.report/vendor/ibm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www-01.ibm.com/support/docview.wss?uid=swg1IV24609
https://exchange.xforce.ibmcloud.com/vulnerabilities/77813
http://www-01.ibm.com/support/docview.wss?uid=swg21625624

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Change And Configuration Management Database 71 All All All
Application Ibm Change And Configuration Management Database 7.2.0 All All All
Application Ibm Change And Configuration Management Database 7.1 All All All
Application Ibm Change And Configuration Management Database 7.2.0 All All All
Application Ibm Maximo Asset Management 6.2 All All All
Application Ibom Maximo Asset Management 6.2.1 All All All
Application Ibm Maximo Asset Management 6.2.2 All All All
Application Ibm Maximo Asset Management 6.2.3 All All All
Application Ibm Maximo Asset Management 6.2.4 All All All
Application lbm Maximo Asset Management 6.2.5 All All All
Application Ibm Maximo Asset Management 6.2.6 All All All
Application lbm Maximo Asset Management 6.2.6.1 All All All
Application Ibm Maximo Asset Management 6.2.7 All All All
Application Ibm Maximo Asset Management 6.2.8 All All All
Application Ibm Maximo Asset Management 7141 All All All
Application Ibm Maximo Asset Management 71141 All All All
Application Ibm Maximo Asset Management 711410 Al All All
Application Ibm Maximo Asset Management 71.1.11 All All All
Application Ibm Maximo Asset Management 7412 All All All
Application Ibm Maximo Asset Management 7115 All All All
Application Ibm Maximo Asset Management 71.1.6 All All All
Application Ibm Maximo Asset Management 7117 All All All
Application Ibm Maximo Asset Management 7118 All All All
Application Ibm Maximo Asset Management 7119 All All All
Application lbm Maximo Asset Management 7.5.0.0 All All All
Application Ibm Maximo Asset Management 6.2 All All All
Application lbm Maximo Asset Management 6.2.1 All All All

Annliratinn Ihm Mayimn Aceat Mananament AR2D All All All
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cpe:2.3:a:ibm:change_and_configuration_management_database:7.1:*:*:***:*:*:

cpe:2.3:a:ibm:change_and_configuration_management_database:7.2.0

cpe:2.3:a:ibm:change_and_configuration_management_database:7

cpe:2.3:a:ibm:change_and_configuration_management_database:7.2.0:*:*:*:**:*:*:

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Tivoli Asset Management For It
Tivoli Service Request Manager
Tivoli Service Request Manager
Tivoli Service Request Manager
Tivoli Service Request Manager
Tivoli Service Request Manager

Tivoli Service Request Manager

cpe:2.3:a:ibm:maximo_asset_management:6.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:maximo_asset_management:6.2.1:*:":* "

cpe:2.3:a:ibm:maximo_asset_management:6.2.

cpe:2.3:a:ibm:maximo_asset_management:6.2.3:%:":* "

cpe:2.3:a:ibm:maximo_asset_management:6.2.4:*:*:* %

cpe:2.3:a:ibm:maximo_asset_management:6.2.5:%:":* "

cpe:2.3:a:ibm:maximo_asset_management:6.2.6:*:":*:*:*: "

cpe:2.3:a:ibm:maximo_asset_management:6.2.6.1:*:*:* """

cpe:2.3:a:ibm:maximo_asset_management:6.2.7:%:":*

cpe:2.3:a:ibm:maximo_asset_management:6.2.8:*:":*:*:

cpe:2.3:a:ibm:maximo_asset_management:7.1.

cpe:2.3:a:ibm:maximo_asset_management:7.1.

cpe:2.3:a:ibm:maximo_asset_management:7.1.

cpe:2.3:a:ibm:maximo_asset_management:7.1.

cpe:2.3:a:ibm:maximo_asset_management:7.1.

cpe:2.3:a:ibm:maximo_asset_management:7.1.

cpe:2.3:a:ibm:maximo_asset_management:7.1.

cpe:2.3:a:ibm:maximo_asset_management:7.1.

cpe:2.3:a:ibm:maximo_asset_management:7.1.

dkakakak kR ok,

ok ekek kb k k.

1 kekek ko kk,

1 2.*.*.*.*.*.*.*.
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cpe:2.3:a:ibm:maximo_asset_management:7.1.1.9:*:*:***:*:*:

cpe:2.3:a:ibm:maximo_asset_management:7.5.0.0:**:***:*:*:

cpe:2.3:a:ibm:maximo_asset_management:6.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:maximo_asset_management:6.2.1:*:*: "

cpe:2.3:a:ibm:maximo_asset_management:6.2.2:*:*: " *:*:

cpe:2.3:a:ibm:maximo_asset_management:6.2.3:*:* " *:*:

cpe:2.3:a:ibm:maximo_asset_management:6.2.4:*:*: " *:*:

cpe:2.3:a:ibm:maximo_asset_management:6.2.5:*:*: " *:*:

cpe:2.3:a:ibm:maximo_asset_management:6.2.6:*:*:*:***:*:

cpe:2.3:a:ibm:maximo_asset_management:6.2.6.1:*** "% *:

cpe:2.3:a:ibm:maximo_asset_management:6.2.7:%:":* "

cpe:2.3:a:ibm:maximo_asset_management:6.2.8:*:":*:* "

cpe:2.3:a:ibm:maximo_asset_management:7.1.1:%:" "

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.1:* """

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.10:*:*:" %

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.11: %"

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.2:* """

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.5:* """

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.6:*:*:*:**:":*:

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.7:* """

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.8:*:*:* """

cpe:2.3:a:ibm:maximo_asset_management:7.1.1.9:* """

cpe:2.3:a:ibm:maximo_asset_management:7.5.0.0:*:*:* """

cpe:2.3:a:ibm:maximo_asset_management_essentials:6.2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:maximo_asset_management_essentials:7.5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:maximo_asset_management_essentials:6.2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:maximo_asset_management_essentials:7.5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:maximo_service_desk:6.2:*:*:*:*



Skk Lk kkakak.

cpe:2.3:a:ibm:maximo_service_desk:6.2:*:*:*:*
cpe:2.3:a:ibm:smartcloud_control_desk:7.5.0.0:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:smartcloud_control_desk:7.5.0.0::*:*:*:*:*:*:
cpe:2.3:a:ibm:tivoli_asset_management_for_it:6.0:*:*:*:*:**:*:
cpe:2.3:a:ibm:tivoli_asset_management_for_it:6.2:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:tivoli_asset_management_for_it:7.0:*: 7
cpe:2.3:a:ibm:tivoli_asset_management_for_it:7.1:*:

SRk kKK kK,

cpe:2.3:a:ibm:tivoli_asset_management_for_it:7.2:*:*:* "
cpe:2.3:a:ibm:tivoli_asset_management_for_it:6.0:*:*:*:*:**:*:
cpe:2.3:a:ibm:tivoli_asset_management_for_it:6.2:*:*:*:*:**:*:

kK kKKK,

cpe:2.3:a:ibm:tivoli_asset_management_for_it:7.0:*:*:*:*: "
cpe:2.3:a:ibm:tivoli_asset_management_for_it:7.1:* " %
cpe:2.3:a:ibm:tivoli_asset_management_for_it:7.2:*:*: "% "%
cpe:2.3:a:ibm:tivoli_service_request_manager:7.1.0: " "
cpe:2.3:a:ibm:tivoli_service_request_manager:7.1.0.0:*:***":*:*:
cpe:2.3:a:ibm:tivoli_service_request_manager:7.2.0.0:*:*:*:*:":*:*:
cpe:2.3:a:ibm:tivoli_service_request_manager:7.1.0:*:":" "

cpe:2.3:a:ibm:tivoli_service_request_manager:7.1.0.0:*:*:**:":*:*:

cpe:2.3:a:ibm:tivoli_service_request_manager:7.2.0.0:*:*: """

No vendor comments have been submitted for this CVE
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