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The remote SVN views functionality (lib/vclib/svn/svn_ra.py) in ViewVC before 1.1.15 does not properly perform authorizatic

| 1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Viewvc Viewvc 0.8 All All All
Viewvc Viewvc 0.9 All All All
Viewvc Viewvc 0.9.1 All All All
Viewvc Viewve 0.9.2 All All All
Viewvc Viewvc 0.9.3 All All All
Viewvc Viewve 0.9.4 All All All
Viewvc Viewvc 1.0.0 All All All
Viewvc Viewve 1.0.1 All All All
Viewvc Viewvc 1.0.10 All All All
Viewvc Viewvc 1.0.11 All All All
Viewvc Viewvc 1.0.2 All All All
Viewvc Viewvc 1.0.3 All All All
Viewvc Viewvc 1.0.4 All All All
Viewvc Viewvc 1.0.5 All All All
Viewvc Viewvc 1.0.6 All All All
Viewvc Viewvc 1.0.7 All All All
Viewvc Viewvc 1.0.8 All All All
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Application Viewvc Viewvc 1.1.10 All All All
Application Viewvc Viewvc 1.1.11 All All All
Application Viewvc Viewvc 1.1.12 All All All
Application Viewvc Viewvc 1.1.13 All All All
Application Viewvc Viewvc 1.1.2 All All All
Application Viewvc Viewvc 1.1.3 All All All
Application Viewvc Viewvc 1.1.4 All All All
Application Viewvc Viewvc 1.1.5 All All All
Application Viewvc Viewve 1.1.6 All All All
Application Viewvc Viewvc 1.1.7 All All All
Application Viewvc Viewvc 1.1.8 All All All
Application Viewvc Viewvc 1.1.9 All All All
Application Viewvc Viewvc All All All All
Reference

Support/Advisories/MGASA-2012-0175 - Mageia wiki

openSUSE alert openSUSE-SU-2012:0831-1 (viewvc) [LWN.net]

viewvc.tigris.org/source/browse/viewvc

ViewVC 'svn_ra.py' Authorization Security Bypass Vulnerability

oss-security - Re: CVE Request: viewvc

viewvc.tigris.org/issues/show_bug.cgi

encoding problem (issue #451) * allow 'svndbadmin purge' to work on missing repositories (issue #452) Version 1.1.5 (released 29-Mar-2010)
Support / Security / Advisories / / MDVSA-2013:134 | Mandriva

viewvc.tigris.org/source/browse/viewvc

viewvc.tigris.org/source/browse/viewvc

viewvc.tigris.org/source/browse/viewvc

Debian -- Security Information -- DSA-2563-1 viewvc

viewvc.tigris.org/source/browse/viewvc

encoding problem (issue #451) * allow 'svndbadmin purge' to work on missing repositories (issue #452) Version 1.1.5 (released 29-Mar-2010)
IBM X-Force Exchange
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There are currently no legacy QID mappings associated with this CVE.
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