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CVE CVE-2012-3359
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-31 14:58:00 UTC
Updated 2023-11-07 02:11:00 UTC
Description Luci in Red Hat Conga stores the user's username and password in a Base64 encoded string in the __ac session cookie, w
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Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Conga All All All All

Application Redhat Conga All All All All

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 5 All All All

Reference Sou

607179 — (CVE-2012-3359, CVE-2013-7347) CVE-2012-3359 CVE-2013-7347 conga: insecure handling of luci web interface sessions  COI

Red Hat Customer Portal REL
CVE Program record CVE
NVD vulnerability detail NV
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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