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CVE CVE-2012-3360
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-22 16:55:00 UTC
Updated 2012-08-17 03:53:00 UTC
Description Directory traversal vulnerability in virt/disk/api.py in OpenStack Compute (Nova) Folsom (2012.2) and Essex (2012.1), wher
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Essex 2012.1 All All All

Application Openstack Essex 2012.1 All All All

Application Openstack Folsom 2012.2 All All All

Application Openstack Folsom 2012.2 All All All
References

Reference

Security Advisory SA49763 - OpenStack Compute (Nova) Host File Injection and File Corruption Vulnerabilities - Secunia

Prevent file injection writing to host filesystem. - bOfeaff - openstack/nova - GitHub

OpenStack Nova CVE-2012-3360 Remote Code Injection Vulnerability

[SECURITY] Fedora 17 Update: openstack-nova-2012.1.1-3.fc17

Prevent file injection writing to host filesystem. - 2427d4a - openstack/nova - GitHub

USN-1497-1: Nova vulnerabilities | Ubuntu

Bug #1015531 “Remote arbitrary file corruption / creation flaw v...” : Bugs : OpenStack Compute (nova)

[OSSA 2012-008] Arbitrary file injection/corruption through directory traversal issues (CVE-2012-3360, CVE-2012-3361) : Mailing list archive :
Security Advisory SA49802 - Ubuntu update for nova - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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