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CVE-2012-3363

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCRIPIAN Certain versions of Zend Framework from Zend contain the following
vulnerability:

Zend_XmlIRpc in Zend Framework 1.x before 1.11.12 and 1.12.x
before 1.12.0 does not properly handle SimpleXMLElement classes,
which allows remote attackers to read arbitrary files or create TCP
connections via an external entity reference in a DOCTYPE element in
an XML-RPC request, aka an XML external entity (XXE) injection

attack.

CVE-2012-3363 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

ZF2012-01: Local file disclosure via XXE injection in () CONFIRM

Zend_XmlIRpc - Advisories - Security - Zend framework.zend.com/security/advisory/ZF2012-01
Framework

oss-security - Re: XXE in Zend ¢ > MLIST [oss-security] 20120626 Re: XXE in Zend
Zend Framework XML Entity Processing Flaw Lets ) SECTRACK 1027208

Remote Users View Files - SecurityTracker [ text/html |

[SECURITY] Fedora 17 Update: moodle-2.2.9-1.fc17 %@ FEDORA FEDORA-2013-4404

oss-security - Re: XXE in Zend + Y MLIST [oss-security] 20120627 Re: XXE in Zend


https://cve.report/
https://cve.report/CVE-2012-3363/mitre
https://cve.report/CVE-2012-3363/nist
https://cve.report/CVE-2012-3363/cve_org
https://cve.report/CVE-2012-3363.pdf
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://framework.zend.com/security/advisory/ZF2012-01
http://www.openwall.com/lists/oss-security/2012/06/26/4
http://www.securitytracker.com/id?1027208
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/101310.html
http://www.openwall.com/lists/oss-security/2012/06/27/2

Moodle.org: MSA-13-0016: External Entity Injection

through Zend library

oss-security - XXE in Zend

[SECURITY] Fedora 18 Update: moodle-2.3.6-1.fc18

oss-security - Moodle security notifications public

404 - Page not found! - SEC Consult

Debian -- Security Information -- DSA-2505-1

zendframework

Official Moodle git projects - moodle.git/search

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

text/htm

moodle.org
text/htm

www.openwall.com
text/html

lists.fedoraproject.org
text/html

openwall.com
text/html

www.sec-consult.com
text/html

www.debian.org
Depreciated Link
text/htm

git.moodle.org

text/xml

nactive Link | Not Archived

AN

@ CONFIRM moodle.org/mod/forum/discuss.php?
d=225345

¢ X MLIST [o0ss-security] 20120626 XXE in Zend

FEDORA FEDORA-2013-4387

{ > MLIST [oss-security] 20130325 Moodle security
notifications public

¥ MISC www.sec-consult.com/files/20120626-
0_zend_framework_xxe_injection.txt

(© DEBIAN DSA-2505

33 CONFIRM git.moodle.org/gw?
p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-
34284

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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cpe:2.3:a:zend:zend_framework:1.0.0:

Kk kKR k.

cpe:2.3:a:zend:zend_framework:1.0.0:rct 0

Kk koK kK,

cpe:2.3:a:zend:zend_framework:1.0.0:rc2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zend:zend_framework:1.0.0:rc3:* % *:

cpe:2.3:a:zend:zend_framework:1.0.1:%

cpe:2.3:a:zend:zend_framework:1.0.2:*

cpe:2.3:a:zend:zend_framework:1.0.3:* %

cpe:2.3:a:zend:zend_framework:1.0.4:*
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cpe:2.3:a:zend:zend_framework:1.10.0:*:*:*: %"

cpe:2.3:a:zend:zend_framework:1.10.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.0:betal:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.0:rct "%

cpe:2.3:a:zend:zend_framework:1.10.1:%:* %"

cpe:2.3:a:zend:zend_framework:1.10.2:*:*:**:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.3:*:* % *:*:

cpe:2.3:a:zend:zend_framework:1.10.4:*:*:* %"

cpe:2.3:a:zend:zend_framework:1.10.5:*:* """

cpe:2.3:a:zend:zend_framework:1.10.6:*:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.7:%:*:** "

cpe:2.3:a:zend:zend_framework:1.10.8:*:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.9:*:* 7 :*:*:

cpe:2.3:a:zend:zend_framework:1.11.0:* "%

cpe:2.3:a:zend:zend_framework:1.11.0:b 1% ™

cpe:2.3:a:zend:zend_framework:1.11.0:rct % %%

cpe:2.3:a:zend:zend_framework:1.11.1:% %%

cpe:2.3:a:zend:zend_framework:1.11.10: % "™

cpe:2.3:a:zend:zend_framework:1.11.11:

cpe:2.3:a:zend:zend_framework:1.11.2:*

cpe:2.3:a:zend:zend_framework:1.11.3:*

cpe:2.3:a:zend:zend_framework:1.11.4:* %

cpe:2.3:a:zend:zend_framework:1.11.5:*

cpe:2.3:a:zend:zend_framework:1.11.6:*:* %"

cpe:2.3:a:zend:zend_framework:1.11.7:% %%

cpe:2.3:a:zend:zend_framework:1.11.8:*:* %"

cpe:2.3:a:zend:zend_framework:1.11.9:* %%

cpe:2.3:a:zend:zend_framework:1.12.0:rc1 %%



dkkakkakak.

cpe:2.3:a:zend:zend_framework:1.5.0:pr:™:":*:*:

akak kK uk k.

cpe:2.3:a:zend:zend_framework:1.5.0:rc1: "%

akak LKk Lkuk.

cpe:2.3:a:zend:zend_framework:1.5.0:rc3:*:*: "

cpe:2.3:a:zend:zend_framework:1.5.1:%:"

cpe:2.3:a:zend:zend_framework:1.5.2;%:":*

cpe:2.3:a:zend:zend_framework:1.5.3:%:"*

cpe:2.3:a:zend:zend_framework:1.6.0:*:*:* 7 ::

Akakuk KLk k.

cpe:2.3:a:zend:zend_framework:1.6.0:rc1:*:* "

kKK oKLk k.

cpe:2.3:a:zend:zend_framework:1.6.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.6.1:%:*:*

cpe:2.3:a:zend:zend_framework:1.6.2:*:*:**:*:*:*:

cpe:2.3:a:zend:zend_framework:1.7.0:

LRk kR kuk,

cpe:2.3:a:zend:zend_framework:1.7.0:pr: "

cpe:2.3:a:zend:zend_framework:1.7.1:

cpe:2.3:a:zend:zend_framework:1.7.2:*

cpe:2.3:a:zend:zend_framework:1.7.3:* 0

cpe:2.3:a:zend:zend_framework:1.7.4:*

cpe:2.3:a:zend:zend_framework:1.7.5:%

cpe:2.3:a:zend:zend_framework:1.7.6:* "

cpe:2.3:a:zend:zend_framework:1.7.7:%:** %



cpe:2.3:a:zend:zend_framework:1.7.8:%:":*:* "

cpe:2.3:a:zend:zend_framework:1.7.9:%:":*

cpe:2.3:a:zend:zend_framework:1.8.0:%:":*:*: "

cpe:2.3:a:zend:zend_framework:1.8.1:%:":*:* "
cpe:2.3:a:zend:zend_framework:1.8.2:%:":*:* "
cpe:2.3:a:zend:zend_framework:1.8.3:%:":* "
cpe:2.3:a:zend:zend_framework:1.8.4:%:":*
cpe:2.3:a:zend:zend_framework:1.8.4:pl1:*:* """

cpe:2.3:a:zend:zend_framework:1.8.5:%:":*

cpe:2.3:a:zend:zend_framework:1.9.0:*:*:*

cpe:2.3:a:zend:zend_framework:1.9.1:%:**

cpe:2.3:a:zend:zend_framework:1.9.2:%:**

cpe:2.3:a:zend:zend_framework:1.9.3:*

Kk ak Kk k.

cpe:2.3:a:zend:zend_framework:1.9.3:pl1:* " "%

cpe:2.3:a:zend:zend_framework:1.9.4:*

cpe:2.3:a:zend:zend_framework:1.9.5:*

cpe:2.3:a:zend:zend_framework:1.9.6:

cpe:2.3:a:zend:zend_framework:1.9.7:* 7 *

cpe:2.3:a:zend:zend_framework:1.9.8:***:

cpe:2.3:a:zend:zend_framework:1.0.0:*

KKk akak k.

cpe:2.3:a:zend:zend_framework:1.0.0:rc1 0

KKk akak k.

cpe:2.3:a:zend:zend_framework:1.0.0:rc2:*:*:*:*:*:*:



cpe:2.3:a:zend:zend_framework:1.0.1:%:% %

cpe:2.3:a:zend:zend_framework:1.0.2:%:":*:*: "

cpe:2.3:a:zend:zend_framework:1.0.3:%:":*

cpe:2.3:a:zend:zend_framework:1.0.4:%:":*:*

cpe:2.3:a:zend:zend_framework:1.10.0:*:*:* "%

cpe:2.3:a:zend:zend_framework:1.10.0:alphai:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.0:betat:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.0:rct "%

cpe:2.3:a:zend:zend_framework:1.10.1:%:*:* "%

cpe:2.3:a:zend:zend_framework:1.10.2:*:*:***:*:*:

cpe:2.3:a:zend:zend_framework:1.10.3:*:*:***:*:*:

cpe:2.3:a:zend:zend_framework:1.10.4:*:*:***:*:*:

cpe:2.3:a:zend:zend_framework:1.10.5:*:*:***:*:*:

cpe:2.3:a:zend:zend_framework:1.10.6:*:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.7:*:*:***:*:*:

cpe:2.3:a:zend:zend_framework:1.10.8:*:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.10.9:*:**:**:*:*:

cpe:2.3:a:zend:zend_framework:1.11.0:*

cpe:2.3:a:zend:zend_framework:1.11.0:b1 ™

cpe:2.3:a:zend:zend_framework:1.11.0:rc1

cpe:2.3:a:zend:zend_framework:1.11. 1%

cpe:2.3:a:zend:zend_framework:1.11.10: % %

cpe:2.3:a:zend:zend_framework:1.11.11:

cpe:2.3:a:zend:zend_framework:1.11.2:* "%

cpe:2.3:a:zend:zend_framework:1.11.3:*:* %%

cpe:2.3:a:zend:zend_framework:1.11.4:* %%

cpe:2.3:a:zend:zend_framework:1.11.5:% %%

rna 2 Vazand7and framawnrk-1 11 R-*-FFxxxsk.
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cpe:2.3:a:zend:zend_framework:1.11.7:% "%

cpe:2.3:a:zend:zend_framework:1.11.8:*:* """

cpe:2.3:a:zend:zend_framework:1.11.9:% 7 *":*:

dkukakakakak.

cpe:2.3:a:zend:zend_framework:1.12.0:rc3::*: % ":*:

dkkakukukak.

cpe:2.3:a:zend:zend_framework:1.12.0:rc4:*:*:**:":*:

cpe:2.3:a:zend:zend_framework:1.5.0:%:":*

dkkakkukuk.

cpe:2.3:a:zend:zend_framework:1.5.0:pr:*:":*:*:*::

kKK KLk k.

cpe:2.3:a:zend:zend_framework:1.5.0:rc1: "

AKakkakLkuk.

cpe:2.3:a:zend:zend_framework:1.5.0:rc2:*:*:*:*:*:*:
cpe:2.3:a:zend:zend_framework:1.5.0:rc3:*:* "%
cpe:2.3:a:zend:zend_framework:1.5.1:%:%
cpe:2.3:a:zend:zend_framework:1.5.2;%:**
cpe:2.3:a:zend:zend_framework:1.5.3:%:**
cpe:2.3:a:zend:zend_framework:1.6.0:*:*:****:*:

Kk kKRR,

cpe:2.3:a:zend:zend_framework:1.6.0:rc1

Kk uk oKk k.

cpe:2.3:a:zend:zend_framework:1.6.0:rc3: "

cpe:2.3:a:zend:zend_framework:1.6.1:

cpe:2.3:a:zend:zend_framework:1.6.2:* "

cpe:2.3:a:zend:zend_framework:1.7.0:

LRk kR Lk ak,

cpe:2.3:a:zend:zend_framework:1.7.0:pr:*:*:*:**:*:

cpe:2.3:a:zend:zend_framework:1.7.1:*

cpe:2.3:a:zend:zend_framework:1.7.2:* 7 *

cpe:2.3:a:zend:zend_framework:1.7.3:* 7 *



cpe:2.3:a:zend:zend_framework:1.7.4:%:":*

cpe:2.3:a:zend:zend_framework:1.7.5:%:":*

cpe:2.3:a:zend:zend_framework:1.7.6:%:":*

cpe:2.3:a:zend:zend_framework:1.7.7:%:":

cpe:2.3:a:zend:zend_framework:1.7.8:*:":*

cpe:2.3:a:zend:zend_framework:1.7.9:%:"

cpe:2.3:a:zend:zend_framework:1.8.0:%:":*:* "

dkakakakakak,

cpe:2.3:a:zend:zend_framework:1.8.0:a1:*:*:*:*:*:*:

cpe:2.3:a:zend:zend_framework:1.8.1:%:"

cpe:2.3:a:zend:zend_framework:1.8.2:%:*:*

cpe:2.3:a:zend:zend_framework:1.8.3:*:*:*

cpe:2.3:a:zend:zend_framework:1.8.4:*:*:*

cpe:2.3:a:zend:zend_framework:1.8.5:%:*****:*:

cpe:2.3:a:zend:zend_framework:1.9.0:*:*:*

Skk Lk akkak.

cpe:2.3:a:zend:zend_framework:1.9.0:a1:*: " ™

Sk Lk k kR ok,

cpe:2.3:a:zend:zend_framework:1.9.0:b 1 "

cpe:2.3:a:zend:zend_framework:1.9.1:
cpe:2.3:a:zend:zend_framework:1.9.2:*
cpe:2.3:a:zend:zend_framework:1.9.3:*
cpe:2.3:a:zend:zend_framework:1.9.3:pl1: " "%
cpe:2.3:a:zend:zend_framework:1.9.4: 7 *
cpe:2.3:a:zend:zend_framework:1.9.5:* 7 *

cpe:2.3:a:zend:zend_framework:1.9.6:* "% *:

cpe:2.3:a:zend:zend_framework:1.9.7:* 7 "



cpe:2.3:a:zend:zend_framework:1.9.8:™:" """

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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