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Certain versions of Dtach from Redhat contain the following
vulnerability:

Integer signedness error in attach.c in dtach 0.8 allows remote
attackers to obtain sensitive information from daemon stack memory in
opportunistic circumstances by reading application data after an
improper connection-close request, as demonstrated by running an
IRC client in dtach.

CVSS2 Score: 2.6 - LOW
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PARTIAL NONE NONE

CVE References

Description Tags Link

#625302 - dtach: CVE-2012-3368 random text sent on
window close - Debian Bug report logs

bugs.debian.org

text/html

 CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?
bug=625302

dtach / Bugs / #10 [PATCH] Bad behavior on
disconnect

Exploit

sourceforge.net

text/html

 CONFIRM sourceforge.net/tracker/?
func=detail&aid=3517812&group_id=36489&atid=417357

812551 – [PATCH] Bad behavior on disconnect Exploit

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=812551

Bug 835849 – CVE-2012-3368 dtach: Memory portion
(random stack data) disclosure to the client by unclean
client disconnect

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=835849

dtach / Bugs / #10 [PATCH] Bad behavior on Patch  CONFIRM sourceforge.net/tracker/download.php?

CVE-2012-3368 has been assigned by  secalert@redhat.com to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2012-3368/mitre
https://cve.report/CVE-2012-3368/nist
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https://cve.report/CVE-2012-3368.pdf
http://cve.report/software/redhat/dtach
http://cve.report/vendor/redhat
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=625302
http://sourceforge.net/tracker/?func=detail&aid=3517812&group_id=36489&atid=417357
https://bugzilla.redhat.com/show_bug.cgi?id=812551
https://bugzilla.redhat.com/show_bug.cgi?id=835849


← Previous ID Next ID→

dtach / Bugs / #10 [PATCH] Bad behavior on
disconnect

Patch

sourceforge.net

text/x-diff

 CONFIRM sourceforge.net/tracker/download.php?
group_id=36489&atid=417357&file_id=441195&aid=3517812

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Dtach 0.8 All All All

Application Redhat Dtach 0.8 All All All

No vendor comments have been submitted for this CVE
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