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Summary

CVE CVE-2012-3372

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-09 10:20:00 UTC

Updated 2023-11-07 02:11:00 UTC

Description ** DISPUTED ** The default configuration of Cyberoam UTM appliances uses the same Certification Authority certificate and same private key across different customers' installations, which makes it easier for man-in-the-middle attackers to spoof SSL servers by leveraging the presence of the Cyberoam_SSL_CA certificate in a list of trusted root certification authorities. 

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Elitecore Cyberoam Unified Threat Management All All All All

Hardware Elitecore Cyberoam Unified Threat Management All All All All

References

Reference Source Link Tags

20120703 Cyberoam advisory BUGTRAQ archives.neohapsis.com

Customer Knowledge Post – SSL Bridging, Cyberoam’s Approach | Cyberoam : Securing You MISC blog.cyberoam.com

Security vulnerability found in Cyberoam DPI devices (CVE-2012-3372) | The Tor Blog MISC blog.torproject.org

media.torproject.org/misc/2012-07-03-cyberoam-CVE-2012-3372.txt MISC media.torproject.org

Security firm in Tor Project 'mass surveillance' row responds • The Register MISC www.theregister.co.uk

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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