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AVNACHAUNCNIPAN Certain versions of Wordpress from Wordpress contain the following
: vulnerability:

The map_meta_cap function in wp-includes/capabilities.php in
WordPress 3.4.x before 3.4.2, when the multisite feature is enabled,
does not properly assign the unfiltered_html capability, which allows
remote authenticated users to bypass intended access restrictions and
conduct cross-site scripting (XSS) attacks by leveraging the
Administrator or Editor role and composing crafted text.

CVE-2012-3383 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: f2i6-LOW |

Access Access Authentication
Vector Complexity

NETWORK [HiGH [ NN |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

403 Forbidden ® CONFIRM core.trac.wordpress.org/changeset?
old_path=%2Ftags%2F3.4.1&old=21780&new_path=%2Ftags%2F3.4.2&new=217804#file

Version 3.4.2 « ® CONFIRM codex.wordpress.org/Version_3.4.2

WordPress Codex

oss-security - Re: ¢ > MLIST [oss-security] 20120912 Re: CVEs for wordpress 3.4.2 release

CVEs for wordpress

3.4.2 release

Diff from ® MISC core.trac.wordpress.org/changeset?

trunk@21076 to reponame=&new=21153%40branches%2F3.4&old=21076%40trunk#file16

hrancrhac/? A@211R1 | Nt Archived |
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http://cve.report/vendor/wordpress
http://cve.report/glossary/cvss-2-score-details/
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http://core.trac.wordpress.org/changeset?old_path=%252Ftags%252F3.4.1&old=21780&new_path=%252Ftags%252F3.4.2&new=21780#file23
http://codex.wordpress.org/Version_3.4.2
http://openwall.com/lists/oss-security/2012/09/12/17
https://web.archive.org/web/2012/http://core.trac.wordpress.org/changeset?reponame=&new=21153%2540branches%252F3.4&old=21076%2540trunk#file16

ettt | TYOT PSS
— WordPress Trac

oss-security - Re: ¢ > MLIST [oss-security] 20120707 Re: CVE #'s for WordPress 3.4.1 release
CVE #'s for

WordPress 3.4.1

release

Version 3.4.1 « @ CONFIRM codex.wordpress.org/Version_3.4.1

WordPress Codex

oss-security - CVE ¢ > MLIST [oss-security] 20120702 CVE #'s for WordPress 3.4.1 release

#'s for WordPress

3.4.1 release

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Wordpress Wordpress 3.4.0 All All All
Application Wordpress Wordpress 3.4.0 All All All

cpe:2.3:a:wordpress:wordpress:3.4.0:%: "

cpe:2.3:a:wordpress:wordpress:3.4.0:*: "

No vendor comments have been submitted for this CVE
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