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CVE-2012-3400

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACHAUNCCICAC Certain versions of Ubuntu Linux from Canonical contain the following
’ vulnerability:

Heap-based buffer overflow in the udf_load_logicalvol function in
fs/udf/super.c in the Linux kernel before 3.4.5 allows remote attackers
to cause a denial of service (system crash) or possibly have
unspecified other impact via a crafted UDF filesystem.

CVE-2012-3400 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.6-HIGH

Access Access Authentication
Vector Complexity
HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link

USN-1529-1: Linux kernel
vulnerabilities | Ubuntu

® UBUNTU USN-1529-1

udf: Fortify loading of ) CONFIRM
sparing table - github.com/torvalds/linux/commit/1df2ae31c724e57be9d7ac00d78db8a5dabdd050

1
torvalds/linux@1df2ae3 -
1

GitHub

[security-announce] 9 SUSE SUSE-SU-2015:0812
SUSE-SU-2015:0812-1:

important: Security update

for

Bug 843139 — CVE-2012- (%) CONFIRM bugzilla.redhat.com/show_bug.cgi?id=843139
3400 kernel: udf: buffer
overflow when parsing

anarinn tahle



https://cve.report/
https://cve.report/CVE-2012-3400/mitre
https://cve.report/CVE-2012-3400/nist
https://cve.report/CVE-2012-3400/cve_org
https://cve.report/CVE-2012-3400.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://ubuntu.com/usn/usn-1529-1
https://github.com/torvalds/linux/commit/1df2ae31c724e57be9d7ac00d78db8a5dabdd050
http://lists.opensuse.org/opensuse-security-announce/2015-04/msg00020.html
https://bugzilla.redhat.com/show_bug.cgi?id=843139

Upmy s

USN-1557-1: Linux kernel
vulnerability | Ubuntu

Red Hat Customer Portal

oss-security - Re: CVE
Request: Stability fixes in
UDF Logical Volume
Descriptor handling

udf: Avoid run away loop
when partition table length
is corrupted -
torvalds/linux@adee11b -
GitHub

kernel/git/torvalds/linux.git
- Linux kernel source tree

USN-1556-1: Linux kernel
(EC2) vulnerabilities |
Ubuntu

Security Advisory
SA50506 - Ubuntu update
for kernel - Secunia

USN-1555-1: Linux kernel
vulnerabilities | Ubuntu

kernel/git/torvalds/linux.git
- Linux kernel source tree

2015-07 Security Bulletin:
CTPView: Multiple
vulnerabilities in CTPView
- Juniper Networks

comment@cve.report.

text/html

text/html
Inactive Link" Not Archived

www.openwall.com

text/html

text/html

web.archive.org
text/html
Inactive Link" Not Archived

text/html

web.archive.org
text/html

text/html

www.kernel.org
text/plain

web.archive.org
text/html
Inactive Link" Not Archived

kb.juniper.net
text/html

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

® UBUNTU USN-1557-1

& REDHAT RHSA-2013:0594

¢ > MLIST [oss-security] 20120709 Re: CVE Request: Stability fixes in UDF
Logical Volume Descriptor handling

() CONFIRM
github.com/torvalds/linux/commit/adee11b2085bee90bd8f4f52123ffb07882d6256

(D) MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-

2.6.git%3Ba=commit%3Bh=adee11b2085bee90bd8f4{52123ffb07882d6256

® UBUNTU USN-1556-1

){ SECUNIA 50506

® UBUNTU USN-1555-1

A CONFIRM www.kernel.org/pub/linux/kernel/v3.x/Changelog-3.4.5

(D) MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-
2.6.git%3Ba=commit%3Bh=1df2ae31c724e57be9d7ac00d78db8a5dabdd050

& CONFIRM kb.juniper.net/InfoCenter/index?page=content&id=JSA10691

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 10.04 All All All
System

Operating Canonical Ubuntu Linux 11.04 All All All
System

Oneratina Canonical Llbuntu Iinox 12 04 All All All


http://www.ubuntu.com/usn/USN-1557-1
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0594.html
http://www.openwall.com/lists/oss-security/2012/07/10/2
https://github.com/torvalds/linux/commit/adee11b2085bee90bd8f4f52123ffb07882d6256
https://web.archive.org/web/2012/http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=adee11b2085bee90bd8f4f52123ffb07882d6256
http://www.ubuntu.com/usn/USN-1556-1
https://web.archive.org/web/2012/http://secunia.com/advisories/50506
http://www.ubuntu.com/usn/USN-1555-1
https://cve.report/CVE-2012-3400/97e5b9fd
https://web.archive.org/web/2012/http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=1df2ae31c724e57be9d7ac00d78db8a5dabdd050
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10691
mailto:%20comment@cve.report
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
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Operating Linux Linux Kernel 3.35 All
System
Operating Linux Linux Kernel 3.3.6 All
System
Operating Linux Linux Kernel 3.3.7 All
System
Operating Linux Linux Kernel 3.3.8 All
System
Operating Linux Linux Kernel 3.4 All
System
Operating Linux Linux Kernel 3.4 rct
System
Operating Linux Linux Kernel 3.4 rc2
System
Operating Linux Linux Kernel 3.4 rc3
System
Operating Linux Linux Kernel 3.4 rc4
System
Operating Linux Linux Kernel 3.4 rch
System
Operating Linux Linux Kernel 3.4 rcé
System
Operating Linux Linux Kernel 3.4 rc7
System
Operating Linux Linux Kernel 3.4.1 All
System
Operating Linux Linux Kernel 3.4.2 All
System
Operating Linux Linux Kernel 3.4.3 All
System
Operating Linux Linux Kernel All All
System

kakak._ukokok,

cpe:2.3:0:canonical:ubuntu_linux:12.04:*:*:*:-**:*:

Kk koK kKK Lk,

cpe:2.3:0:linux:linux_kernel:*:*:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rct 7 :*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc2:*:*:*:*:*:*:

All

All

All

All

All

All

All

All

All
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All
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akk LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:3.0.12:*: """

akk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.13:*: """

akLk kLK LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.14: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.17:*

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.19:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.2:*:*:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.20:*:*:*:*:*:*:*:

LKk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.22:**:*:*:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.25:™ "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.26:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.27:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*:**:**:*:



cpe:2.3:0:linux:linux_kernel:3.0.4::*:***:":*:

cpe:2.3:0:linux:linux_kernel:3.0.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.0.6::*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*: "

Rk ukakakuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:*:*:*::

dkakkokakuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*:*
cpe:2.3:0:linux:linux_kernel:3.1:rc4:*:*:**
cpe:2.3:0:linux:linux_kernel:3.1.1:* % "
cpe:2.3:0:linux:linux_kernel:3.1.10:*
cpe:2.3:0:linux:linux_kernel:3.1.2:* % :*:*:
cpe:2.3:0:linux:linux_kernel:3.1.3:*****:**:
cpe:2.3:0:linux:linux_kernel:3.1.4: "
cpe:2.3:0:linux:linux_kernel:3.1.5:
cpe:2.3:0:linux:linux_kernel:3.1.6:*: " ::
cpe:2.3:0:linux:linux_kernel:3.1.7:
cpe:2.3:0:linux:linux_kernel:3.1.8:*:***:**::
cpe:2.3:0:linux:linux_kernel:3.1.9:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:**:*:*:

Kk koK ak k.

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*:*:*:*:*:

kakak ok akak.

cpe:2.3:0:linux:linux_kernel:3.2:rc4:*:":*:



akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.2.12:*: """

akLk kLK LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.13:*: """

akLk kKKK LK,

cpe:2.3:0:linux:linux_kernel:3.2.15:* """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.17:*: " "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.19:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.5:*****:**:
cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.2.7:
cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.2.9:*:*:**:**::
cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.3:rc1:*:*:**:*:*:

Rk kR akak,

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc4:*:":**

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*: "



cpe:2.3:0:linux:linux_kernel:3.3.1:* " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.4::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:* " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.7:*:*:***:":*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*: "

dkakukokukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc1: "

Kk Lk okukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc3:*:*:*

Rk kakukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc4: "

kKR akukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc6:*:*:**:*::

KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc7:*:*:*

cpe:2.3:0:linux:linux_kernel:3.4.1:

cpe:2.3:0:linux:linux_kernel:3.4.2:*:

cpe:2.3:0:linux:linux_kernel:3.4.3:

ARk kR ok uk.

cpe:2.3:0:linux:linux_kernel:3.0:rct 7 :*:

kKR ok ak k.

cpe:2.3:0:linux:linux_kernel:3.0:rc3:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rcd:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc5:*:*:**:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.0:rc7:*:":*:**::

cpe:2.3:0:linux:linux_kernel:3.0.1:*:*: """



Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*:*:*:*:*:*:

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:3.0.17:* """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.18:*: """

cpe:2.3:0:linux:linux_kernel:3.0.2:*:*:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.20:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.22:*:*:**:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*:*:*:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.24:*:*:**:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.26:*:*:*:*:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.27:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.29:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*:**:**::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.30:*:*:***:*:*:

Kk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.32:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.4::*:**:*:*:*:

cpe:2.3:0:linux:linux kernel:3.0.5:*:*:*:**:*:*:



cpe:2.3:0:linux:linux_kernel:3.0.6::*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:*:***:":*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1 %"

R

cpe:2.3:0:linux:linux_kernel:3.1:rc1: "

akukkokukak.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*:**:
cpe:2.3:0:linux:linux_kernel:3.1:rc4: "
cpe:2.3:0:linux:linux_kernel:3.1.1: % %"
cpe:2.3:0:linux:linux_kernel:3.1.10:
cpe:2.3:0:linux:linux_kernel:3.1.2:*:****:*:*:
cpe:2.3:0:linux:linux_kernel:3.1.3:*****:**:
cpe:2.3:0:linux:linux_kernel:3.1.4:****:*:*:
cpe:2.3:0:linux:linux_kernel:3.1.5: % :*:*:
cpe:2.3:0:linux:linux_kernel:3.1.6:**:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.1.7:*****:**:
cpe:2.3:0:linux:linux_kernel:3.1.8:
cpe:2.3:0:linux:linux_kernel:3.1.9:

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:**:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*: " :*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.2:rc4:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:*:*:*:*:
wkakokokokok.

cpe:2.3:0:linux:linux_kernel:3.2:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.1:*:*:***:*:*:



akLk LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:*:*:*:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.17:* %"

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.2.19:*: """

cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:*:**:*:*:

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.20:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:*****:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.9:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:**:*:*:

KKk ok akuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc1: ™

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc4:*:*:*:*:*:*:

kKR ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.1: " *:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*: " *:*:

AnmaN DA limiislimiing Laviaal.D D Dok kokokokokok,
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cpe:2.3:0:linux:linux_kernel:3.3.4: %" *:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.7: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*: "

akLkukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc2:*:*:*:*:*::

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc3:*:*: "

dkakukokukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc4:*:*:**

dkakukakukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc5: "

KRk okukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc7: "

cpe:2.3:0:linux:linux_kernel:3.4.1:*****:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.3:*:*:***:*:*:

No vendor comments have been submitted for this CVE
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