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CVE-2012-3401

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2012-3401

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2012-08-13 20:55:00 UTC

2023-02-13 00:25:00 UTC

The t2p_read_tiff_init function in tiff2pdf (tools/tiff2pdf.c) in LibTIFF 4.0.2 and earlier does not properly initialize the T2P con
| i

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Libtiff Libtiff 3.4 All All All
Libtiff Libtiff 3.4 betal18 All All
Libtiff Libtiff 3.4 beta24 All All
Libtiff Libtiff 3.4 beta28 All All
Libtiff Libtiff 3.4 beta29 All All
Libtiff Libtiff 3.4 beta31 All All
Libtiff Libtiff 3.4 beta32 All All
Libtiff Libtiff 3.4 beta34 All All
Libtiff Libtiff 3.4 beta35 All All
Libtiff Libtiff 3.4 beta36 All All
Libtiff Libtiff 3.4 beta37 All All
Libtiff Libtiff 3.5.1 All All All
Libtiff Libtiff 3.5.2 All All All
Libtiff Libtiff 3.5.3 All All All
Libtiff Libtiff 3.5.4 All All All
Libtiff Libtiff 3.55 All All All
Libtiff Libtiff 3.5.6 All All All
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Application Libtift Libtift 3.7.0 beta2 All All
Application Libtiff Libtiff 3.7.1 All All All
Application Libtiff Libtiff 3.7.2 All All All
Application Libtiff Libtiff 3.7.3 All All All
Application Libtiff Libtiff 3.74 All All All
Application Libtiff Libtiff 3.8.0 All All All
Application Libtiff Libtiff 3.8.1 All All All
Application Libtiff Libtiff 3.8.2 All All All
Application Libtiff Libtiff 3.9 All All All
Application Libtiff Libtiff 3.9.0 All All All
Application Libtiff Libtiff 3.9.0 beta All All
Application Libtiff Libtiff 3.9.1 All All All
Application Libtiff Libtiff 3.9.2 All All All
Application Libtiff Libtiff 3.9.2-5.2.1 All All All
Application Libtiff Libtiff 3.9.3 All All All
Application Libtiff Libtiff 3.94 All All All
Application Libtiff Libtiff 4.0 All All All
Application Libtiff Libtiff 4.0 alpha All All
Application Libtiff Libtiff 4.0 betal All All
Application Libtiff Libtiff 4.0 beta2 All All
Application Libtiff Libtiff 4.0 beta3 All All
Application Libtiff Libtiff 4.0 beta4 All All
Application Libtiff Libtiff 4.0 betab All All
Application Libtiff Libtiff 4.0 beta6 All All
Application Libtiff Libtiff 4.01 All All All
Application Libtiff Libtiff All All All All
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oss-security - Re: tiff2pdf: Heap-based buffer overflow due to improper initialization of T2P context struct pointer
openSUSE-SU-2012:0955-1: moderate: tiff (CVE-2012-3401)

Debian -- Security Information -- DSA-2552-1 tiff

USN-1511-1: tiff vulnerability | Ubuntu
www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_...

Security Alerts - Secunia

84090
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Security Advisory SA50726 - Gentoo update for tiff - Secunia

Red Hat Customer Portal

404 Not Found

oss-security - tiff2pdf: Heap-based buffer overflow due to improper initialization of T2P context struct pointer
Security Alerts - Secunia

LibTIFF 't2p_read_tiff_init()' Function Heap-based Buffer Overflow Vulnerability
bugzilla.redhat.com/attachment.cgi

Support / Security / Advisories / / MDVSA-2012:127 | Mandriva

access.redhat.com | CVE-2012-3401

Red Hat Customer Portal

837577 — (CVE-2012-3401) CVE-2012-3401 libtiff (tiff2pdf): Heap-based buffer overflow due to improper initialization of T2P context struct poi
Gentoo Linux Documentation -- libTIFF: Multiple vulnerabilities

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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