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Certain versions of Ubuntu Linux from Canonical contain the following
vulnerability:

The sfc (aka Solarflare Solarstorm) driver in the Linux kernel before
3.2.30 allows remote attackers to cause a denial of service (DMA
descriptor consumption and network-controller outage) via crafted TCP
packets that trigger a small MSS value.

CVSS2 Score: 7.8 - HIGH
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www.ubuntu.com

text/html
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text/html
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Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2012:1375

USN-1567-1: Linux kernel
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1567-1

About Secunia Research |
Flexera

secunia.com

Depreciated Link

text/plain

 SECUNIA 50811

www.kernel.org

text/plain

 CONFIRM www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.2.30

[security-announce]
openSUSE-SU-2012:1330-
1: important: kernel:
security

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2012:1330

Security Advisory SA50633
- Ubuntu update for kernel -
Secunia

web.archive.org

text/html

 SECUNIA 50633

USN-1580-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1580-1

USN-1578-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1578-1

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2012:1401

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2012:1323

USN-1575-1: Linux kernel
(Oneiric backport)
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1575-1

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2012:1430

sfc: Fix maximum number
of TSO segments and
minimum TX queue size ·
torvalds/linux@68cb695 ·
GitHub

Exploit

github.com

text/html
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2012-3412
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text/html

Inactive Link Not Archived

 REDHAT RHSA-2012:1324
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text/html
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 REDHAT RHSA-2012:1323
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text/html

 SUSE SUSE-SU-2012:1679
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text/html

Security Advisory SA51193
- OpenVZ update for kernel
- Secunia

web.archive.org

text/html

 SECUNIA 51193

USN-1568-1: Linux kernel
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1568-1

oss-security - Remote DoS
in Linux sfc driver through
TCP MSS option (CVE-
2012-3412)

www.openwall.com

text/html

 MLIST [oss-security] 20120803 Remote DoS in Linux sfc driver through TCP
MSS option (CVE-2012-3412)

USN-1572-1: Linux kernel
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1572-1

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2012:1366

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2012:1430

USN-1577-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1577-1

844714 – (CVE-2012-3412)
CVE-2012-3412 kernel: sfc:
potential remote denial of
service through TCP MSS
option

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=844714

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Canonical Ubuntu Linux 10.04 All All All

Operating
System

Canonical Ubuntu Linux 11.04 All All All

Operating
System

Canonical Ubuntu Linux 11.10 All All All

Operating
System

Canonical Ubuntu Linux 12.04 All All All

Operating
System

Linux Linux Kernel All All All All

Operating
System

Linux Linux Kernel 3.2 All All All

Operating
System

Linux Linux Kernel 3.2.1 All All All
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System

Operating
System

Linux Linux Kernel 3.2.10 All All All

Operating
System

Linux Linux Kernel 3.2.11 All All All

Operating
System

Linux Linux Kernel 3.2.12 All All All

Operating
System

Linux Linux Kernel 3.2.13 All All All

Operating
System

Linux Linux Kernel 3.2.14 All All All

Operating
System

Linux Linux Kernel 3.2.15 All All All

Operating
System

Linux Linux Kernel 3.2.16 All All All

Operating
System

Linux Linux Kernel 3.2.17 All All All

Operating
System

Linux Linux Kernel 3.2.18 All All All

Operating
System

Linux Linux Kernel 3.2.19 All All All

Operating
System

Linux Linux Kernel 3.2.20 All All All

Operating
System

Linux Linux Kernel 3.2.21 All All All

Operating
System

Linux Linux Kernel 3.2.22 All All All

Operating
System

Linux Linux Kernel 3.2.23 All All All

Operating
System

Linux Linux Kernel 3.2.24 All All All

Operating
System

Linux Linux Kernel 3.2.25 All All All

Operating
System

Linux Linux Kernel 3.2.26 All All All

Operating
System

Linux Linux Kernel 3.2.27 All All All

Operating
System

Linux Linux Kernel 3.2.28 All All All

Operating
System

Linux Linux Kernel 3.2.3 All All All

Operating
System

Linux Linux Kernel 3.2.4 All All All

Operating
System

Linux Linux Kernel 3.2.5 All All All

Operating Linux Linux Kernel 3.2.6 All All All
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System

Operating
System

Linux Linux Kernel 3.2.7 All All All

Operating
System

Linux Linux Kernel 3.2.8 All All All

Operating
System

Linux Linux Kernel 3.2.9 All All All

Operating
System

Linux Linux Kernel 3.2 All All All

Operating
System

Linux Linux Kernel 3.2.1 All All All

Operating
System

Linux Linux Kernel 3.2.10 All All All

Operating
System

Linux Linux Kernel 3.2.11 All All All

Operating
System

Linux Linux Kernel 3.2.12 All All All

Operating
System

Linux Linux Kernel 3.2.13 All All All

Operating
System

Linux Linux Kernel 3.2.14 All All All

Operating
System

Linux Linux Kernel 3.2.15 All All All

Operating
System

Linux Linux Kernel 3.2.16 All All All

Operating
System

Linux Linux Kernel 3.2.17 All All All

Operating
System

Linux Linux Kernel 3.2.18 All All All

Operating
System

Linux Linux Kernel 3.2.19 All All All

Operating
System

Linux Linux Kernel 3.2.20 All All All

Operating
System

Linux Linux Kernel 3.2.21 All All All

Operating
System

Linux Linux Kernel 3.2.22 All All All

Operating
System

Linux Linux Kernel 3.2.23 All All All

Operating
System

Linux Linux Kernel 3.2.24 All All All

Operating
System

Linux Linux Kernel 3.2.25 All All All

Operating
System

Linux Linux Kernel 3.2.26 All All All

Operating Linux Linux Kernel 3.2.27 All All All
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System

Operating
System

Linux Linux Kernel 3.2.28 All All All

Operating
System

Linux Linux Kernel 3.2.3 All All All

Operating
System

Linux Linux Kernel 3.2.4 All All All

Operating
System

Linux Linux Kernel 3.2.5 All All All

Operating
System

Linux Linux Kernel 3.2.6 All All All

Operating
System

Linux Linux Kernel 3.2.7 All All All

Operating
System

Linux Linux Kernel 3.2.8 All All All

Operating
System

Linux Linux Kernel 3.2.9 All All All

Operating
System

Linux Linux Kernel All All All All
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cpe:2.3:o:canonical:ubuntu_linux:11.04:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:11.10:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:12.04:*:*:*:-:*:*:*:
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cpe:2.3:o:linux:linux_kernel:3.2.11:*:*:*:*:*:*:*:
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cpe:2.3:o:linux:linux_kernel:3.2.13:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.14:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.15:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.16:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.17:*:*:*:*:*:*:*:
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cpe:2.3:o:linux:linux_kernel:3.2.19:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.20:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.21:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.22:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.23:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.24:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.25:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.26:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.27:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.28:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.7:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.8:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.9:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.10:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.11:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.12:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.13:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.14:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.15:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.16:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.17:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.18:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:3.2.19:*:*:*:*:*:*:*:
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cpe:2.3:o:linux:linux_kernel:3.2.4:*:*:*:*:*:*:*:
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