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Summary

CVE CVE-2012-3416

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-25 10:29:00 UTC

Updated 2023-02-13 04:34:00 UTC

Description Condor before 7.8.2 allows remote attackers to bypass host-based authentication and execute actions such as ALLOW_ADMINISTRATOR or ALLOW_WRITE by connecting from a system with a spoofed reverse DNS hostname.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Condor Project Condor 6.5.4 All All All

Application Condor Project Condor 6.8.0 All All All

Application Condor Project Condor 6.8.1 All All All

Application Condor Project Condor 6.8.2 All All All

Application Condor Project Condor 6.8.3 All All All

Application Condor Project Condor 6.8.4 All All All

Application Condor Project Condor 6.8.5 All All All

Application Condor Project Condor 6.8.6 All All All

Application Condor Project Condor 6.8.7 All All All

Application Condor Project Condor 6.8.8 All All All

Application Condor Project Condor 6.8.9 All All All

Application Condor Project Condor 7.0.0 All All All

Application Condor Project Condor 7.0.1 All All All

Application Condor Project Condor 7.0.2 All All All

Application Condor Project Condor 7.0.3 All All All

Application Condor Project Condor 7.0.4 All All All

Application Condor Project Condor 7.0.5 All All All
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Application Condor Project Condor 7.0.5 All All All

Application Condor Project Condor 7.0.6 All All All

Application Condor Project Condor 7.00 All All All

Application Condor Project Condor 7.01 All All All

Application Condor Project Condor 7.02 All All All

Application Condor Project Condor 7.03 All All All

Application Condor Project Condor 7.1.0 All All All

Application Condor Project Condor 7.1.1 All All All

Application Condor Project Condor 7.1.2 All All All

Application Condor Project Condor 7.1.3 All All All

Application Condor Project Condor 7.1.4 All All All

Application Condor Project Condor 7.2.0 All All All

Application Condor Project Condor 7.2.1 All All All

Application Condor Project Condor 7.2.2 All All All

Application Condor Project Condor 7.2.3 All All All

Application Condor Project Condor 7.2.4 All All All

Application Condor Project Condor 7.3.0 All All All

Application Condor Project Condor 7.3.1 All All All

Application Condor Project Condor 7.3.2 All All All

Application Condor Project Condor 7.4.0 All All All

Application Condor Project Condor 7.4.1 All All All

Application Condor Project Condor 7.8.0 All All All

Application Condor Project Condor 6.5.4 All All All

Application Condor Project Condor 6.8.0 All All All

Application Condor Project Condor 6.8.1 All All All

Application Condor Project Condor 6.8.2 All All All

Application Condor Project Condor 6.8.3 All All All

Application Condor Project Condor 6.8.4 All All All

Application Condor Project Condor 6.8.5 All All All

Application Condor Project Condor 6.8.6 All All All

Application Condor Project Condor 6.8.7 All All All

Application Condor Project Condor 6.8.8 All All All

Application Condor Project Condor 6.8.9 All All All

Application Condor Project Condor 7.0.0 All All All

Application Condor Project Condor 7.0.1 All All All

Application Condor Project Condor 7.0.2 All All All
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Application Condor Project Condor 7.0.3 All All All

Application Condor Project Condor 7.0.4 All All All

Application Condor Project Condor 7.0.5 All All All

Application Condor Project Condor 7.0.6 All All All

Application Condor Project Condor 7.00 All All All

Application Condor Project Condor 7.01 All All All

Application Condor Project Condor 7.02 All All All

Application Condor Project Condor 7.03 All All All

Application Condor Project Condor 7.1.0 All All All

Application Condor Project Condor 7.1.1 All All All

Application Condor Project Condor 7.1.2 All All All

Application Condor Project Condor 7.1.3 All All All

Application Condor Project Condor 7.1.4 All All All

Application Condor Project Condor 7.2.0 All All All

Application Condor Project Condor 7.2.1 All All All

Application Condor Project Condor 7.2.2 All All All

Application Condor Project Condor 7.2.3 All All All

Application Condor Project Condor 7.2.4 All All All

Application Condor Project Condor 7.3.0 All All All

Application Condor Project Condor 7.3.1 All All All

Application Condor Project Condor 7.3.2 All All All

Application Condor Project Condor 7.4.0 All All All

Application Condor Project Condor 7.4.1 All All All

Application Condor Project Condor 7.8.0 All All All

Application Condor Project Condor All All All All

References

Reference Source

CONDOR-2012-0002 CONFIRM

Red Hat Customer Portal REDHAT

CVE-2012-3416 - Red Hat Customer Portal MISC

841175 – (CVE-2012-3416) CVE-2012-3416 condor: host based authentication does not implement forward-confirmed reverse dns MISC

Security Alerts - Secunia SECUNIA

Condor Host-based Access Controls Can Be Bypased By Remote Users - SecurityTracker SECTRACK

Red Hat Customer Portal MISC

Red Hat Customer Portal MISC
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Condor CVE-2012-3416 Security Bypass Vulnerability BID

Red Hat Customer Portal REDHAT

IBM X-Force Exchange XF

84766 OSVDB

Security Alerts - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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