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CVE-2012-3417

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNAGHAUNG PILPIAN Certain versions of Linux Diskquota from Jan Kara contain the
following vulnerability:

The good_client function in rquotad (rquota_svc.c) in Linux DiskQuota
(aka quota) before 3.17 invokes the hosts_ctl function the first time
without a host name, which might allow remote attackers to bypass
TCP Wrappers rules in hosts.deny.

CVE-2012-3417 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

Red Hat Customer & REDHAT RHSA-2013:0120

Portal

Linux DiskQuota / < CONFIRM sourceforge.net/tracker/?

Bugs / #60 Odd use of func=detail&aid=2743481&group_id=18136&atid=118136

tcp_wrappers in

rquota

Linux DiskQuota / Git < MISC linuxquota.git.sourceforge.net/git/gitweb.cgi?

tools p=linuxquota/linuxquota%3Ba=commitdiff%3Bh=0abbfe92536fa5854eb65572de0cf131ft
oss-security - Re: ¢ > MLIST [oss-security] 20120719 Re: CVE Request: quota: incorrect use of tcp_wrappx
CVE Request: quota:

incorrect use of

ten wrannera


https://cve.report/
https://cve.report/CVE-2012-3417/mitre
https://cve.report/CVE-2012-3417/nist
https://cve.report/CVE-2012-3417/cve_org
https://cve.report/CVE-2012-3417.pdf
http://cve.report/software/jan_kara/linux_diskquota
http://cve.report/vendor/jan_kara
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0120.html
http://sourceforge.net/tracker/?func=detail&aid=2743481&group_id=18136&atid=118136
https://web.archive.org/web/2012/http://linuxquota.git.sourceforge.net/git/gitweb.cgi?p=linuxquota/linuxquota%253Ba=commitdiff%253Bh=0abbfe92536fa5854eb65572de0cf131f80e2387
http://www.openwall.com/lists/oss-security/2012/07/19/5

TS R TR o2 AT

oss-security - CVE ¢ > MLIST [oss-security] 20120719 CVE Request: quota: incorrect use of tcp_wrappers

Request: quota:

incorrect use of
tcp_wrappers

(© SUSE openSUSE-SU-2012:1058

566717 — (CVE-2012- ™ MISC bugzilla.redhat.com/show_bug.cgi?id=566717
3417) CVE-2012-3417

quota: incorrect use of

tcp_wrappers

Juniper Networks - & CONFIRM kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
2015-10 Security

Bulletin: CTPView:
Multiple Vulnerabilities
in CTPView

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Jan Kara Linux Diskquota 2.0 All All All
Application Jan Kara Linux Diskquota 3.01 All All All
Application Jan Kara Linux Diskquota 3.01 pre2 All All
Application Jan Kara Linux Diskquota 3.01 pre3 All All
Application Jan Kara Linux Diskquota 3.01 pre4 All All
Application Jan Kara Linux Diskquota 3.01 pre5 All All
Application Jan Kara Linux Diskquota 3.01 pre6 All All
Application Jan Kara Linux Diskquota 3.01 pre7 All All
Application Jan Kara Linux Diskquota 3.01 pre8 All All
Application Jan Kara Linux Diskquota 3.01 pre9 All All
Application Jan Kara Linux Diskquota 3.02 All All All
Application Jan Kara Linux Diskquota 3.03 All All All
Application Jan Kara Linux Diskquota 3.04 All All All
Application Jan Kara Linux Diskquota 3.05 All All All
Application Jan Kara Linux Diskquota 3.06 All All All

Application Jan Kara Linux Diskquota 3.07 All All All
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dkkakkkuk.

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre2:*:*:*:*:*:*:

Lkk kR kuk.

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre3:*:*:*:*:*:*:

Lkakakkkuk.

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre4:*:*:*:*:*:*:

Lkak kR kuk.

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre5:*:*:*:*:*:*:

Lkak kR kuk,

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre7:*:*:*:*:*:*:

dkk kR Lk uk,

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre8:*:*:*:*:*:*:

Lkak kR ok ak,

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre9:*:*:*:*:*:*:

akak kR kR k.

cpe:2.3:a:jan_kara:linux_diskquota:3.02:*:*:*:*:*:*:*:

ak kR ok ak Rk,

cpe:2.3:a:jan_kara:linux_diskquota:3.04:*:*:*:*:**:":

dkakakak kR k.

cpe:2.3:a:jan_kara:linux_diskquota:3.05:%:*:* %"

cpe:2.3:a:jan_kara:linux_diskquota:2.0:*: "

akkak ok kakok,

cpe:2.3:a:jan_kara:linux_diskquota:3.01:*:*:



Skukukkkuk.

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre7:*:*:*:*:*:*:

Lkk Lk kkuk.

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre8:*:*:*:*:*:*:

LRk kR kuk.

cpe:2.3:a:jan_kara:linux_diskquota:3.01:pre9:*:*:*:*:*:*:

ARk kR kR k.

cpe:2.3:a:jan_kara:linux_diskquota:3.02:*:*:*:*:*:*:*:

akak kKRR k.

cpe:2.3:a:jan_kara:linux_diskquota:3.04:*:*: " :*:

ak kR KRRk,

cpe:2.3:a:jan_kara:linux_diskquota:3.05:*:*: " :*:

ARk kR kR k.

cpe:2.3:a:jan_kara:linux_diskquota:3.06:*:*:*:*:*:*:*:

dkak koK ak Rk,

cpe:2.3:a:jan_kara:linux_diskquota:3.07:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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