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K1

CVE-2012-3418

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2012-08-27 23:55:00 UTC

2023-11-07 02:11:00 UTC

libpcp in Performance Co-Pilot (PCP) before 3.6.5 allows remote attackers to cause a denial of service and possibly execut

Risk And Classification

1|

Problem Types: CWE-189
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Application Sgi Performance Co-pilot 214 All All All

Application Sgqi Performance Co-pilot 215 All All All

Application Sgi Performance Co-pilot 2.1.6 All All All

Application Sgi Performance Co-pilot 217 All All All

Application Sgqi Performance Co-pilot 2.1.8 All All All

Application Sgi Performance Co-pilot 21.9 All All All

Application Sgqi Performance Co-pilot 2.2 All All All

Application Sgi Performance Co-pilot All All All All

Reference Source Link

841284 — __pmDecodelnstance vulnerabilities MISC bugzilla.redhat.com
openSUSE-SU-2012:1079 SUSE hermes.opensuse.org
Invalid URL 0ss.sgi.com
841180 — DecodeNameReq buffer overflow MISC bugzilla.redhat.com
Invalid URL 0Ss.sgi.com
oss.sgi.com Git - pcp/pcp.git/blob - CHANGELOG CONFIRM  oss.sgi.com

Invalid URL 0Ss.sgi.com

Invalid URL 0Ss.sgi.com

Invalid URL CONFIRM  oss.sgi.com
841159 — _ pmDecodeResult multiple vulnerabilities MISC bugzilla.redhat.com
Bug Access Denied MISC bugzilla.redhat.com
841240 — __pmDecodelnstanceReq heap buffer overflow MISC bugzilla.redhat.com
oss.sgi.com Git - pcp/pcp.git/blob - CHANGELOG 0ss.sgi.com
openSUSE-SU-2012:1036 SUSE hermes.opensuse.org
Invalid URL 0SSs.sgi.com
841183 — Missing namelen check in __pmDecodeFetch MISC bugzilla.redhat.com
Invalid URL CONFIRM  oss.sgi.com
841698 — (CVE-2012-3418) CVE-2012-3418 pcp: multiple integer and heap-based buffer overflow flaws  MISC bugzilla.redhat.com
840822 — Crash in __pmDecodeCreds decoding crafted PDUs MISC bugzilla.redhat.com
841249 — _ _pmDecodeText heap overflow MISC bugzilla.redhat.com
Invalid URL 0SSs.sgi.com

Invalid URL CONFIRM  oss.sgi.com

Invalid URL CONFIRM  oss.sgi.com
841112 — __pmDecodelDList lacks check against PDU size MISC bugzilla.redhat.com
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Invalid UKL

openSUSE-SU-2012:1081

[SECURITY] Fedora 16 Update: pcp-3.6.5-1.fc16

Invalid URL

840920 — pmcd (and others) heap-based buffer overflow in __pmDecodeNameList
Invalid URL

Invalid URL

[security-announce] SUSE-SU-2013:0190-1: important: Security update for
Invalid URL

Invalid URL

[SECURITY] Fedora 17 Update: pcp-3.6.5-1.fc17

Invalid URL

Invalid URL

Invalid URL

Invalid URL

oss-security - pcp: Multiple security flaws

Debian -- Security Information -- DSA-2533-1 pcp

CVE Program record

NVD vulnerability detail

1
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MLIST

DEBIAN

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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