CVE-2012-3425

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2012-3425
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2012-08-13 20:55:00 UTC
Updated 2023-11-07 02:11:00 UTC

Description The png_push_read_zTXt function in pngpread.c in libpng 1.0.x before 1.0.58, 1.2.x before 1.2.48, 1.4.x before 1.4.10, and
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 6.0 All All All
Application Libpng Libpng 1.0.0 All All All
Application Libpng Libpng 1.0.1 All All All
Application Libpng Libpng 1.0.10 All All All
Application Libpng Libpng 1.0.11 All All All
Application Libpng Libpng 1.0.12 All All All
Application Libpng Libpng 1.0.13 All All All
Application Libpng Libpng 1.0.14 All All All
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Application Libpng Libpng 1.4.3 All All All
Application Libpng Libpng 1.4.4 All All All
Application Libpng Libpng 1.4.5 All All All
Application Libpng Libpng 146 All All All
Application Libpng Libpng 1.4.7 All All All
Application Libpng Libpng 148 All All All
Application Libpng Libpng 1.4.9 All All All
Application Libpng Libpng 1.5.0 beta All All
Application Libpng Libpng 1.5.1 All All All
Application Libpng Libpng 1.5.1 beta All All
Application Libpng Libpng 1.5.10 beta All All
Application Libpng Libpng 1.5.2 All All All
Application Libpng Libpng 1.5.2 beta All All
Application Libpng Libpng 1.5.3 beta All All
Application Libpng Libpng 1.5.4 All All All
Application Libpng Libpng 1.5.4 beta All All
Application Libpng Libpng 1.5.5 All All All
Application Libpng Libpng 1.5.5 beta All All
Application Libpng Libpng 1.5.6 All All All
Application Libpng Libpng 1.5.6 beta All All
Application Libpng Libpng 1.5.7 All All All
Application Libpng Libpng 1.5.7 beta All All
Application Libpng Libpng 158 All All All
Application Libpng Libpng 1.5.8 beta All All
Application Libpng Libpng 15.9 All All All
Application Libpng Libpng 1.5.9 beta All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.1 All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.1 All All All
Application Redhat Libpng 1.2.2-16 All All All
Application Redhat Libpng 1.2.2-20 All All All
Application Redhat Libpng 1.2.2-16 All All All
Application Redhat Libpng 1.2.2-20 All All All
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Reference Source Link

LIBPNG: PNG reference library / Git tools MISC libpng.git.sourcefo
openSUSE-SU-2012:0934-1: moderate: libpng14 (CVE-2012-3425) SUSE lists.opensuse.org
LIBPNG: PNG reference library / Git tools libpng.git.sourcefo
LIBPNG: PNG reference library / Git tools libpng.git.sourcefo
oss-security - CVE Request: libpng: Out-of heap-based buffer read by inflating certain PNG images MLIST www.openwall.con
oss-security - Re: CVE Request: libpng: Out-of heap-based buffer read by inflating certain PNG images MLIST www.openwall.con
LIBPNG: PNG reference library / Git tools libpng.git.sourcefo
LIBPNG: PNG reference library / Git tools MISC libpng.git.sourcefo
LIBPNG: PNG reference library / Git tools MISC libpng.git.sourcefo
USN-2815-1: libpng vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
LIBPNG: PNG reference library / Git tools libpng.git.sourcefo
LIBPNG: PNG reference library / Git tools MISC libpng.git.sourcefo
#668082 - libpng12-0: libpng-1.2.44 crashes with electric fence memory debugger - Debian Bug report logs  MISC bugs.debian.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

q H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://libpng.git.sourceforge.net/git/gitweb.cgi?p=libpng/libpng;a=blob;f=CHANGES;h=2da5a7a8b690e257f94353b5b49d493cdc385322;hb=refs/heads/libpng14
http://lists.opensuse.org/opensuse-updates/2012-08/msg00004.html
http://libpng.git.sourceforge.net/git/gitweb.cgi?p=libpng/libpng%253Ba=blob%253Bf=CHANGES%253Bhb=a4b640865ae47986bbe71ecc0e7d5181dcb0bac8
http://libpng.git.sourceforge.net/git/gitweb.cgi?p=libpng/libpng%253Ba=blob%253Bf=CHANGES%253Bh=2da5a7a8b690e257f94353b5b49d493cdc385322%253Bhb=refs/heads/libpng14
http://www.openwall.com/lists/oss-security/2012/07/24/3
http://www.openwall.com/lists/oss-security/2012/07/24/5
http://libpng.git.sourceforge.net/git/gitweb.cgi?p=libpng/libpng%253Ba=blob%253Bf=CHANGES%253Bh=73e2ffd6a1471f2144d0ce7165d7323cb109f10f%253Bhb=refs/heads/libpng15
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