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Summary

CVE CVE-2012-3435

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-15 20:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description SQL injection vulnerability in frontends/php/popup_bitem.php in Zabbix 1.8.15rc1 and earlier, and 2.x before 2.0.2rc1, allows remote attackers to execute arbitrary SQL commands via the itemid parameter.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zabbix Zabbix 1.1 All All All

Application Zabbix Zabbix 1.1 beta10 All All

Application Zabbix Zabbix 1.1 beta11 All All

Application Zabbix Zabbix 1.1 beta12 All All

Application Zabbix Zabbix 1.1 beta2 All All

Application Zabbix Zabbix 1.1 beta3 All All

Application Zabbix Zabbix 1.1 beta4 All All

Application Zabbix Zabbix 1.1 beta5 All All

Application Zabbix Zabbix 1.1 beta6 All All

Application Zabbix Zabbix 1.1 beta7 All All

Application Zabbix Zabbix 1.1 beta8 All All

Application Zabbix Zabbix 1.1 beta9 All All

Application Zabbix Zabbix 1.1.1 All All All

Application Zabbix Zabbix 1.1.2 All All All

Application Zabbix Zabbix 1.1.3 All All All

Application Zabbix Zabbix 1.1.4 All All All

Application Zabbix Zabbix 1.1.5 All All All
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Application Zabbix Zabbix 1.1.5 All All All

Application Zabbix Zabbix 1.1.6 All All All

Application Zabbix Zabbix 1.1.7 All All All

Application Zabbix Zabbix 1.3 beta All All

Application Zabbix Zabbix 1.3.1 beta All All

Application Zabbix Zabbix 1.3.2 beta All All

Application Zabbix Zabbix 1.3.3 beta All All

Application Zabbix Zabbix 1.3.4 beta All All

Application Zabbix Zabbix 1.3.5 beta All All

Application Zabbix Zabbix 1.3.6 beta All All

Application Zabbix Zabbix 1.3.7 beta All All

Application Zabbix Zabbix 1.3.8 beta All All

Application Zabbix Zabbix 1.4.2 All All All

Application Zabbix Zabbix 1.4.3 All All All

Application Zabbix Zabbix 1.4.4 All All All

Application Zabbix Zabbix 1.4.5 All All All

Application Zabbix Zabbix 1.4.6 All All All

Application Zabbix Zabbix 1.5 beta All All

Application Zabbix Zabbix 1.5.1 beta All All

Application Zabbix Zabbix 1.5.2 beta All All

Application Zabbix Zabbix 1.5.3 beta All All

Application Zabbix Zabbix 1.5.4 beta All All

Application Zabbix Zabbix 1.6 All All All

Application Zabbix Zabbix 1.6.1 All All All

Application Zabbix Zabbix 1.6.2 All All All

Application Zabbix Zabbix 1.6.3 All All All

Application Zabbix Zabbix 1.6.4 All All All

Application Zabbix Zabbix 1.6.5 All All All

Application Zabbix Zabbix 1.6.6 All All All

Application Zabbix Zabbix 1.6.7 All All All

Application Zabbix Zabbix 1.6.8 All All All

Application Zabbix Zabbix 1.6.9 All All All

Application Zabbix Zabbix 1.7 All All All

Application Zabbix Zabbix 1.7.1 All All All

Application Zabbix Zabbix 1.7.2 All All All

Application Zabbix Zabbix 1.7.3 All All All

http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix


Application Zabbix Zabbix 1.7.4 All All All

Application Zabbix Zabbix 1.8 All All All

Application Zabbix Zabbix 1.8.1 All All All

Application Zabbix Zabbix 1.8.2 All All All

Application Zabbix Zabbix 1.8.3 rc1 All All

Application Zabbix Zabbix 1.8.3 rc2 All All

Application Zabbix Zabbix 1.8.3 rc3 All All

Application Zabbix Zabbix 2.0.0 All All All

Application Zabbix Zabbix 2.0.0 rc1 All All

Application Zabbix Zabbix 2.0.0 rc2 All All

Application Zabbix Zabbix 2.0.0 rc3 All All

Application Zabbix Zabbix 2.0.0 rc4 All All

Application Zabbix Zabbix 2.0.0 rc5 All All

Application Zabbix Zabbix 2.0.0 rc6 All All

Application Zabbix Zabbix 2.0.1 All All All

Application Zabbix Zabbix 2.0.1 rc1 All All

Application Zabbix Zabbix 2.0.1 rc2 All All

Application Zabbix Zabbix 1.1 All All All

Application Zabbix Zabbix 1.1 beta10 All All

Application Zabbix Zabbix 1.1 beta11 All All

Application Zabbix Zabbix 1.1 beta12 All All

Application Zabbix Zabbix 1.1 beta2 All All

Application Zabbix Zabbix 1.1 beta3 All All

Application Zabbix Zabbix 1.1 beta4 All All

Application Zabbix Zabbix 1.1 beta5 All All

Application Zabbix Zabbix 1.1 beta6 All All

Application Zabbix Zabbix 1.1 beta7 All All

Application Zabbix Zabbix 1.1 beta8 All All

Application Zabbix Zabbix 1.1 beta9 All All

Application Zabbix Zabbix 1.1.1 All All All

Application Zabbix Zabbix 1.1.2 All All All

Application Zabbix Zabbix 1.1.3 All All All

Application Zabbix Zabbix 1.1.4 All All All

Application Zabbix Zabbix 1.1.5 All All All

Application Zabbix Zabbix 1.1.6 All All All

Application Zabbix Zabbix 1.1.7 All All All
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Application Zabbix Zabbix 1.1.7 All All All

Application Zabbix Zabbix 1.3 beta All All

Application Zabbix Zabbix 1.3.1 beta All All

Application Zabbix Zabbix 1.3.2 beta All All

Application Zabbix Zabbix 1.3.3 beta All All

Application Zabbix Zabbix 1.3.4 beta All All

Application Zabbix Zabbix 1.3.5 beta All All

Application Zabbix Zabbix 1.3.6 beta All All

Application Zabbix Zabbix 1.3.7 beta All All

Application Zabbix Zabbix 1.3.8 beta All All

Application Zabbix Zabbix 1.4.2 All All All

Application Zabbix Zabbix 1.4.3 All All All

Application Zabbix Zabbix 1.4.4 All All All

Application Zabbix Zabbix 1.4.5 All All All

Application Zabbix Zabbix 1.4.6 All All All

Application Zabbix Zabbix 1.5 beta All All

Application Zabbix Zabbix 1.5.1 beta All All

Application Zabbix Zabbix 1.5.2 beta All All

Application Zabbix Zabbix 1.5.3 beta All All

Application Zabbix Zabbix 1.5.4 beta All All

Application Zabbix Zabbix 1.6 All All All

Application Zabbix Zabbix 1.6.1 All All All

Application Zabbix Zabbix 1.6.2 All All All

Application Zabbix Zabbix 1.6.3 All All All

Application Zabbix Zabbix 1.6.4 All All All

Application Zabbix Zabbix 1.6.5 All All All

Application Zabbix Zabbix 1.6.6 All All All

Application Zabbix Zabbix 1.6.7 All All All

Application Zabbix Zabbix 1.6.8 All All All

Application Zabbix Zabbix 1.6.9 All All All

Application Zabbix Zabbix 1.7 All All All

Application Zabbix Zabbix 1.7.1 All All All

Application Zabbix Zabbix 1.7.2 All All All

Application Zabbix Zabbix 1.7.3 All All All

Application Zabbix Zabbix 1.7.4 All All All

Application Zabbix Zabbix 1.8 All All All
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Application Zabbix Zabbix 1.8.1 All All All

Application Zabbix Zabbix 1.8.2 All All All

Application Zabbix Zabbix 1.8.3 rc1 All All

Application Zabbix Zabbix 1.8.3 rc2 All All

Application Zabbix Zabbix 1.8.3 rc3 All All

Application Zabbix Zabbix 2.0.0 All All All

Application Zabbix Zabbix 2.0.0 rc1 All All

Application Zabbix Zabbix 2.0.0 rc2 All All

Application Zabbix Zabbix 2.0.0 rc3 All All

Application Zabbix Zabbix 2.0.0 rc4 All All

Application Zabbix Zabbix 2.0.0 rc5 All All

Application Zabbix Zabbix 2.0.0 rc6 All All

Application Zabbix Zabbix 2.0.1 All All All

Application Zabbix Zabbix 2.0.1 rc1 All All

Application Zabbix Zabbix 2.0.1 rc2 All All

Application Zabbix Zabbix All rc1 All All

References

Reference Source Link Tags

84127 OSVDB osvdb.org

Security Alerts - Secunia SECUNIA secunia.com

ZABBIX 'itemid' Parameter SQL Injection Vulnerability BID www.securityfocus.com Exploit

Debian -- Security Information -- DSA-2539-1 zabbix DEBIAN www.debian.org

Zabbix 2.0.1 and Earlier Session Extractor 0day EXPLOIT-DB www.exploit-db.com Exploit

oss-security - Re: Zabbix SQL injection flaw (CVE request) MLIST www.openwall.com

[ZBX-5348] More checks required for popup_bitem.php - ZABBIX SUPPORT CONFIRM support.zabbix.com

oss-security - Zabbix SQL injection flaw (CVE request) MLIST www.openwall.com

git.zabbixzone.com/zabbix2.0/.git/commitdiff/333a3a5542ba8a2c901c24b7bf5440f41f1... CONFIRM git.zabbixzone.com Exploit, Patch

Security Alerts - Secunia SECUNIA secunia.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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