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Summary

CVE CVE-2012-3437

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-07 21:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description The Magick_png_malloc function in coders/png.c in ImageMagick 6.7.8 and earlier does not use the proper variable type for the allocation size, which might allow remote attackers to cause a denial of service (crash) via a crafted PNG file that triggers incorrect memory allocation.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Imagemagick Imagemagick 6.7.8-6 All All All

Application Imagemagick Imagemagick 6.7.8-6 All All All

References

Reference Source Link

ImageMagick Magick_png_malloc() Bug Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

About Secunia Research | Flexera SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

USN-1544-1: ImageMagick vulnerability | Ubuntu UBUNTU www.ubuntu.com

Support/Advisories/MGASA-2012-0243 - Mageia wiki CONFIRM wiki.mageia.org

Bug 844101 – CVE-2012-3437 ImageMagick: Magick_png_malloc() size argument MISC bugzilla.redhat.com

About Secunia Research | Flexera SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2013:092 | Mandriva MANDRIVA www.mandriva.com

Support / Security / Advisories / / MDVSA-2012:160 | Mandriva MANDRIVA www.mandriva.com
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openSUSE-SU-2013:0535-1: moderate: ImageMagick: integer overflow fixes SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

https://cve.report/
https://cve.report/CVE-2012-3437/mitre
https://cve.report/CVE-2012-3437/nist
https://cve.report/CVE-2012-3437/cve_org
https://cve.report/api/cve/CVE-2012-3437.json
https://cve.report/CVE-2012-3437.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://www.securitytracker.com/id?1027321
http://secunia.com/advisories/50091
https://exchange.xforce.ibmcloud.com/vulnerabilities/77260
http://www.ubuntu.com/usn/USN-1544-1
https://wiki.mageia.org/en/Support/Advisories/MGASA-2012-0243
https://bugzilla.redhat.com/show_bug.cgi?id=844101
http://secunia.com/advisories/50398
http://www.mandriva.com/security/advisories?name=MDVSA-2013:092
http://www.mandriva.com/security/advisories?name=MDVSA-2012:160
http://www.securityfocus.com/bid/54714
http://lists.opensuse.org/opensuse-updates/2013-03/msg00101.html
https://www.cve.org/CVERecord?id=CVE-2012-3437


NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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