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CVE-2012-3443

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCNINAP Certain versions of Django from Djangoproject contain the following
’ vulnerability:

The django.forms.ImageField class in the form system in Django
before 1.3.2 and 1.4.x before 1.4.1 completely decompresses image
data during image validation, which allows remote attackers to cause a
denial of service (memory consumption) by uploading an image file.

CVE-2012-3443 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
Support / Security / Advisories / / MDVSA-2012:143 & MANDRIVA MDVSA-2012:143
| Mandriva
oss-security - Re: CVE Request: Django 1.3.1 and { > MLIST [oss-security] 20120730 Re: CVE Request:
1.4.0 security issues Django 1.3.1 and 1.4.0 security issues
Security releases issued | Weblog | Django [ Patch | £ CONFIRM
www.djangoproject.com/weblog/2012/jul/30/security-
releases-issued/
texthitml|
oss-security - CVE Request: Django 1.3.1 and 1.4.0 ¢ > MLIST [oss-security] 20120730 CVE Request: Django
security issues 1.3.1 and 1.4.0 security issues
USN-1560-1: Django vulnerabilities | Ubuntu [ www.ubuntu.com | ® UBUNTU USN-1560-1
text/html
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https://cve.report/CVE-2012-3443/cve_org
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http://www.openwall.com/lists/oss-security/2012/07/31/1
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Debian -- Security Information -- DSA-2529-1 (@ DEBIAN DSA-2529
python-django
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Djangoproject Django 0.95 All All All
Application Djangoproject Django 0.96 All All All
Application Djangoproject Django 1.0 All All All
Application Djangoproject Django 1.0 alphai All All
Application Djangoproject Django 1.0 alpha2 All All
Application Djangoproject Django 1.0 beta All All
Application Djangoproject Django 1.0 beta2 All All
Application Djangoproject Django 1.0.1 All All All
Application Djangoproject Django 1.0.2 All All All
Application Djangoproject Django 1.1 All All All
Application Djangoproject Django 1.1 alphai All All
Application Djangoproject Django 1.1 beta1 All All
Application Djangoproject Django 1.1 rcl All All
Application Djangoproject Django 1.1.2 All All All
Application Djangoproject Django 1.1.3 All All All
Application Djangoproject Django 1.1.4 All All All
Application Djangoproject Django 1.2 All All All
Application Djangoproject Django 1.2 betatl All All
Application Djangoproject Django 1.2 rcl All All
Application Djangoproject Django 1.2-alphai All All All
Application Djangoproject Django 1.2.2 All All All
Application Djangoproject Django 1.24 All All All
Application Djangoproject Django 1.2.5 All All All
Application Djangoproject Django 1.2.6 All All All
Application Djangoproject Django 1.2.7 All All All

Application Dianaoproiect Dianao 1.3 alphat All All
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KKk okukuk.

cpe:2.3:a:djangoproject:django:1.0:alpha2:*:*:*:*:*:*:

KKk akakuk.

cpe:2.3:a:djangoproject:django:1.0:beta:*:*:*:*:*:*:
cpe:2.3:a:djangoproject:django:1.0:beta2:*:*:*:*:*:*:
cpe:2.3:a:djangoproject:django:1.0.1:
cpe:2.3:a:djangoproject:django:1.0.2:*:*:**
cpe:2.3:a:djangoproject:django: 1.1 " %"

cpe:2.3:a:djangoproject:django:1.1:alphat:*:*:*:*:*:*:

dkak ok kakak,

cpe:2.3:a:djangoproject:django:1.1:betat:*:*:**:*:*:
cpe:2.3:a:djangoproject:django:1.1:rct:* "%
cpe:2.3:a:djangoproject:django:1.1.2:****
cpe:2.3:a:djangoproject:django:1.1.3:* "

cpe:2.3:a:djangoproject:django:1.1.4: " "

cpe:2.3:a:djangoproject:django:1.2:*:*:* " * "

cpe:2.3:a:djangoproject:django:1.2.2:* " """

cpe:2.3:a:djangoproject:django:1.2.4: " "

cpe:2.3:a:djangoproject:django:1.2.5: " """

cpe:2.3:a:djangoproject:django:1.2.6:* " """

cpe:2.3:a:djangoproject:django:1.2.7:*: "

dkkakakakak.

cpe:2.3:a:djangoproject:django:1.3:betat:*:*:*:*:*:*:

akLk kLK LK LKLk,

cpe:2.3:a:djangoproject:django:1.4:*:* x>

LRk Lk okakakuk,

cpe:2.3:a:djangoproject:django:0.96:*:*:*:*:**:*:

ARk kKKK Lk,

cpe:2.3:a:djangoproject:django:1.0: 7 * "

KRk okukuk.

coe:2.3:a:dianaooroiect:dianao:1.0:alohat:*:*:*:*:*:*:



R i ey B e e e Bttt bl e T

KRk kKRR,

cpe:2.3:a:djangoproject:django:1.0:beta:*:*:*:*:*:*:

Sk Lk kkkuk.

cpe:2.3:a:djangoproject:django:1.0:beta2:*:*:*:*:*:*:
cpe:2.3:a:djangoproject:django:1.0.1:
cpe:2.3:a:djangoproject:django:1.0.2:*:*:**
cpe:2.3:a:djangoproject:django: 1.1 "%
cpe:2.3:a:djangoproject:django:1.1:alphat:*:*:*:*:*:*:
cpe:2.3:a:djangoproject:django:1.1:betat:*:*:*:*:*:*:
cpe:2.3:a:djangoproject:django:1.1:rct:* "%
cpe:2.3:a:djangoproject:django:1.1.2:****
cpe:2.3:a:djangoproject:django:1.1.3:* "
cpe:2.3:a:djangoproject:django:1.1.4:* %"

AkLk kKK LKLk,

cpe:2.3:a:djangoproject:django:1.2:*:*:* "%

cpe:2.3:a:djangoproject:django:1.2.2:*:* "
cpe:2.3:a:djangoproject:django:1.2.4:*: "
cpe:2.3:a:djangoproject:django:1.2.5:*:* "
cpe:2.3:a:djangoproject:django:1.2.6:*:*:*:*
cpe:2.3:a:djangoproject:django:1.2.7:*: "

akakkokakuk.

cpe:2.3:a:djangoproject:django:1.3:alphat:*:*:*:*:*:*:

cpe:2.3:a:djangoproject:django:1.4:* x>

dkLkLk kKKK Lk,

cpe:2.3:a:djangoproject:django:*:*:****

No vendor comments have been submitted for this CVE
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