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CVE CVE-2012-3445
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2012-08-07 21:55:00 UTC
Updated 2013-03-22 03:11:00 UTC
Description The virTypedParameterArrayClear function in libvirt 0.9.13 does not properly handle virDomain* API calls with typed param
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Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Redhat Libvirt 0.9.13
Application Redhat Libvirt 0.9.13

Update
All

All

Edition Language
All All
All All

References

Reference

openSUSE-SU-2012:0991-1: moderate: libvirt to fix remote dos

Malformed Request

Security Alerts - Secunia

Bug 844734 — CVE-2012-3445 libvirt: crash in virTypedParameterArrayClear
[libvirt] [PATCH] daemon: Fix crash in virTypedParameterArrayClear
oss-security - CVE Request -- libvirt: crash in virTypedParameterArrayClear
Security Advisory SA50299 - SUSE update for libvirt - Secunia

oss-security - Re: CVE Request -- libvirt: crash in virTypedParameterArrayClear
Red Hat Customer Portal

Security Advisory SA50372 - Red Hat update for libvirt - Secunia

CVE Program record

NVD vulnerability detail

Source

SUSE

BID

SECUNIA

MISC

MLIST

MLIST

SECUNIA

MLIST

REDHAT

SECUNIA

CVE.ORG

NVD

Link Tags
lists.opensuse.org

www.securityfocus.com

secunia.com Vendor Advisory
bugzilla.redhat.com

www.redhat.com

www.openwall.com

secunia.com

www.openwall.com

rhn.redhat.com

secunia.com
WWW.cve.org canonical
nvd.nist.gov canonical, analysis


https://cve.report/
https://cve.report/CVE-2012-3445/mitre
https://cve.report/CVE-2012-3445/nist
https://cve.report/CVE-2012-3445/cve_org
https://cve.report/api/cve/CVE-2012-3445.json
https://cve.report/CVE-2012-3445.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://lists.opensuse.org/opensuse-updates/2012-08/msg00023.html
http://www.securityfocus.com/bid/54748
http://secunia.com/advisories/50118
https://bugzilla.redhat.com/show_bug.cgi?id=844734
https://www.redhat.com/archives/libvir-list/2012-July/msg01650.html
http://www.openwall.com/lists/oss-security/2012/07/31/4
http://secunia.com/advisories/50299
http://www.openwall.com/lists/oss-security/2012/07/31/7
http://rhn.redhat.com/errata/RHSA-2012-1202.html
http://secunia.com/advisories/50372
https://www.cve.org/CVERecord?id=CVE-2012-3445
https://nvd.nist.gov/vuln/detail/CVE-2012-3445
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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