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Certain versions of Cxf from Apache contain the following vulnerability:

Apache CXF before 2.4.9, 2.5.x before 2.5.5, and 2.6.x before 2.6.2
allows remote attackers to execute unintended web-service operations
by sending a header with a SOAP Action String that is inconsistent with
the message body.

CVSS2 Score: 4.3 - MEDIUM

Access
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NETWORK MEDIUM NONE

Confidentiality
Impact

Integrity
Impact

Availability
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NONE PARTIAL NONE

CVE References

Description Tags Link

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2012:1591

Security Advisory SA51607 - Red Hat
update for JBoss Enterprise Application
Platform - Secunia

Third Party Advisory

web.archive.org

text/html

 SECUNIA 51607

Pony Mail! lists.apache.org

text/html

 MLIST [cxf-commits] 20200116 svn commit: r1055336 - in
/websites/production/cxf/content: cache/main.pageCache
security-advisories.data/CVE-2019-12423.txt.asc security-
advisories.data/CVE-2019-17573.txt.asc security-
advisories.html

[Apache-SVN] Revision 1368559 Patch

Vendor Advisory

 CONFIRM svn.apache.org/viewvc?
view=revision&revision=1368559

CVE-2012-3451 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/CVE-2012-3451/nist
https://cve.report/CVE-2012-3451/cve_org
https://cve.report/CVE-2012-3451.pdf
http://cve.report/software/apache/cxf
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2012-1591.html
https://web.archive.org/web/2012/http://secunia.com/advisories/51607
https://lists.apache.org/thread.html/rc774278135816e7afc943dc9fc78eb0764f2c84a2b96470a0187315c@%253Ccommits.cxf.apache.org%253E
http://svn.apache.org/viewvc?view=revision&revision=1368559


Vendor Advisory

svn.apache.org

text/html

view=revision&revision=1368559

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2012:1594

Pony Mail! lists.apache.org

text/html

 MLIST [cxf-commits] 20210402 svn commit: r1073270 - in
/websites/production/cxf/content: cache/main.pageCache
security-advisories.data/CVE-2021-22696.txt.asc security-
advisories.html

Pony Mail! lists.apache.org

text/html

 MLIST [cxf-commits] 20200319 svn commit: r1058035 - in
/websites/production/cxf/content: cache/main.pageCache
security-advisories.data/CVE-2019-17573.txt.asc security-
advisories.html

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0256

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0258

IBM X-Force Exchange Third Party Advisory

VDB Entry

exchange.xforce.ibmcloud.com

text/html

 XF apache-cfx-soapaction-security-bypass(78734)

Security Advisory SA52183 - Red Hat
update for JBoss Enterprise Application
Platform and JBoss Enterprise Web
Platform - Secunia

Third Party Advisory

web.archive.org

text/html

 SECUNIA 52183

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0743

Pony Mail! lists.apache.org

text/html

 MLIST [cxf-commits] 20210616 svn commit: r1075801 - in
/websites/production/cxf/content: cache/main.pageCache
index.html security-advisories.data/CVE-2021-30468.txt.asc
security-advisories.html

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0259

Pony Mail! lists.apache.org

text/html

 MLIST [cxf-commits] 20200401 svn commit: r1058573 - in
/websites/production/cxf/content: cache/main.pageCache
index.html security-advisories.data/CVE-2020-1954.txt.asc
security-advisories.html

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0257

Pony Mail! lists.apache.org

text/html

 MLIST [cxf-commits] 20201112 svn commit: r1067927 - in
/websites/production/cxf/content: cache/main.pageCache
security-advisories.data/CVE-2020-13954.txt.asc security-
advisories.html

https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2012-1594.html
https://lists.apache.org/thread.html/rec7160382badd3ef4ad017a22f64a266c7188b9ba71394f0d321e2d4@%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/r36e44ffc1a9b365327df62cdfaabe85b9a5637de102cea07d79b2dbf@%253Ccommits.cxf.apache.org%253E
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0256.html
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0258.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/78734
https://web.archive.org/web/2012/http://secunia.com/advisories/52183
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0743.html
https://lists.apache.org/thread.html/rfb87e0bf3995e7d560afeed750fac9329ff5f1ad49da365129b7f89e@%253Ccommits.cxf.apache.org%253E
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0259.html
https://lists.apache.org/thread.html/rff42cfa5e7d75b7c1af0e37589140a8f1999e578a75738740b244bd4@%253Ccommits.cxf.apache.org%253E
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0257.html
https://lists.apache.org/thread.html/rd49aabd984ed540c8ff7916d4d79405f3fa311d2fdbcf9ed307839a6@%253Ccommits.cxf.apache.org%253E


← Previous ID Next ID→

851896 – (CVE-2012-3451) CVE-2012-
3451 jbossws-cxf, apache-cxf: SOAPAction
spoofing on document literal web services

Issue Tracking

Third Party Advisory

bugzilla.redhat.com

text/html

 MISC bugzilla.redhat.com/show_bug.cgi?id=851896

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0726

Apache CXF -- CVE-2012-3451 Vendor Advisory

cxf.apache.org

text/html

 CONFIRM cxf.apache.org/cve-2012-3451.html

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2012:1592

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cxf All All All All

Application Apache Cxf All All All All

No vendor comments have been submitted for this CVE
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