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CVE CVE-2012-3455
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-20 19:55:00 UTC
Updated 2023-11-07 02:11:00 UTC
Description Heap-based buffer overflow in the read function in filters/words/msword-odf/wv2/src/styles.cpp in the Microsoft import filter i

/ ]
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kde Koffice 1.2 All All All
Application Kde Koffice 1.21 All All All
Application Kde Koffice 1.3 All All All
Application Kde Koffice 1.3 betal All All
Application Kde Koffice 1.3 beta2 All All
Application Kde Koffice 1.3 beta3 All All
Application Kde Koffice 1.3.1 All All All
Application Kde Koffice 1.3.2 All All All
Application Kde Koffice 1.3.3 All All All
Application Kde Koffice 1.3.4 All All All
Application Kde Koffice 1.3.5 All All All
Application Kde Koffice 1.4 All All All
Application Kde Koffice 1.4.1 All All All
Application Kde Koffice 1.4.2 All All All
Application Kde Koffice 1.6.1 All All All
Application Kde Koffice 1.2 All All All
Application Kde Koffice 1.2.1 All All All
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Application Kde Koffice 1.3 All All All

Application Kde Koffice 1.3 betal All All

Application Kde Koffice 1.3 beta2 All All

Application Kde Koffice 1.3 beta3 All All

Application Kde Koffice 1.3.1 All All All

Application Kde Koffice 1.3.2 All All All

Application Kde Koffice 1.3.3 All All All

Application Kde Koffice 1.3.4 All All All

Application Kde Koffice 1.3.5 All All All

Application Kde Koffice 1.4 All All All

Application Kde Koffice 1.4.1 All All All

Application Kde Koffice 1.4.2 All All All

Application Kde Koffice 1.6.1 All All All

Application Kde Koffice All All All All

Reference Source Link Tags
www.kde.org/info/security/advisory-20120810-1.ixt CONFIRM  www.kde.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

oss-security - Re: CVE request for Calligra MLIST www.openwall.com

oss-security - CVE request for Calligra MLIST www.openwall.com

Alligra Calligra Heap Based Buffer Overflow Vulnerability BID www.securityfocus.com

media.blackhat.com | 522: Connection timed out MISC media.blackhat.com

Security Alerts - Secunia SECUNIA  secunia.com Vendor Adviso
USN-1526-1: KOffice vulnerability | Ubuntu UBUNTU  www.ubuntu.com

oss-security - Re: CVE request for Calligra MLIST www.openwall.com

oss-security - Re: CVE request for Calligra MLIST www.openwall.com

oss-security - Re: CVE request for Calligra MLIST www.openwall.com
openSUSE-SU-2012:1060-1: moderate: koffice: Fix buffer overflow in MS Wo  SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ana
< |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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