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CVE CVE-2012-3467
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-27 23:55:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description Apache QPID 0.14, 0.16, and earlier uses a NullAuthenticator mechanism to authenticate catch-up shadow connections to
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Qpid 0.14 All All All
Application Apache Qpid 0.5 All All All
Application Apache Qpid 0.6 All All All
Application Apache Qpid All All All All
Application Apache Qpid 0.14 All All All
Application Apache Qpid 0.5 All All All
Application Apache Qpid 0.6 All All All
Reference
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Apache QPID NullAuthenticator Authentication Bypass Vulnerability

Security Advisory SA50698 - Red Hat update for Red Hat Enterprise MRG - Secunia

oss-security - CVE-2012-3467: Unauthorized access (authentication bypass) from client to broker due to use of NullAuthenticator in shadow ¢
IBM X-Force Exchange

[#QPID-3849] Client connection breaks broker-to-broker cluster SASL authentication (CVE-2012-3467) - ASF JIRA
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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