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Summary

CVE CVE-2012-3467

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-27 23:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Apache QPID 0.14, 0.16, and earlier uses a NullAuthenticator mechanism to authenticate catch-up shadow connections to AMQP brokers, which allows remote attackers to bypass authentication.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Qpid 0.14 All All All

Application Apache Qpid 0.5 All All All

Application Apache Qpid 0.6 All All All

Application Apache Qpid All All All All

Application Apache Qpid 0.14 All All All

Application Apache Qpid 0.5 All All All

Application Apache Qpid 0.6 All All All
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IBM X-Force Exchange
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836276 – (CVE-2012-3467) CVE-2012-3467 qpid-cpp-server-cluster: unauthorized broker access caused by the use of NullAuthenticator catch-up shadow connections

About Secunia Research | Flexera

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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