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The filesystem authentication (condor_io/condor_auth_fs.cpp) in Condor 7.6.x before 7.6.10 and 7.8.x before 7.8.4 uses au
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Condor Project Condor 7.6.0 All All All
Condor Project Condor 7.6.1 All All All
Condor Project Condor 7.6.2 All All All
Condor Project Condor 7.6.3 All All All
Condor Project Condor 7.6.4 All All All
Condor Project Condor 7.6.5 All All All
Condor Project Condor 7.6.6 All All All
Condor Project Condor 7.6.7 All All All
Condor Project Condor 7.6.8 All All All
Condor Project Condor 7.6.9 All All All
Condor Project Condor 7.8.0 All All All
Condor Project Condor 7.8.1 All All All
Condor Project Condor 7.8.2 All All All
Condor Project Condor 7.8.3 All All All
Condor Project Condor 7.6.0 All All All
Condor Project Condor 7.6.1 All All All
Condor Project Condor 7.6.2 All All All
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Application Condor Project Condor 7.6.3 All All All
Application Condor Project Condor 7.6.4 All All All
Application Condor Project Condor 7.6.5 All All All
Application Condor Project Condor 7.6.6 All All All
Application Condor Project Condor 7.6.7 All All All
Application Condor Project Condor 7.6.8 All All All
Application Condor Project Condor 7.6.9 All All All
Application Condor Project Condor 7.8.0 All All All
Application Condor Project Condor 7.8.1 All All All
Application Condor Project Condor 7.8.2 All All All
Application Condor Project Condor 7.8.3 All All All
Reference

HTCondor Git - condor.git/commitdiff

Security Advisory SA50666 - Condor Multiple Vulnerabilities - Secunia
8.3 Stable Release Series 7.6

Condor Multiple Security Bypass Vulnerabilities

Red Hat Customer Portal

oss-security - Notification of upstream Condor security fixes

9.3 Stable Release Series 7.8

Red Hat Customer Portal

848218 — (CVE-2012-3492) CVE-2012-3492 condor: lock directories created mode 0777 allow for FS-based authentication challenge bypass
HTCondor Git - condor.git/commitdiff

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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