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CVE CVE-2012-3517
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Published 2012-08-26 03:17:00 UTC
Updated 2013-08-22 03:56:00 UTC
Description Use-after-free vulnerability in dns.c in Tor before 0.2.2.38 might allow remote attackers to cause a denial of service (daemo

1|

Type Vendor Product Version Update Edition Language

Application Tor Tor All All All All

References

1]

Reference Source
oss-security - Re: CVE Request -- Tor 0.2.2.38: Three issues MLIST
[SECURITY] Fedora 18 Update: tor-0.2.2.39-1800.fc18 FEDORA
Gentoo Linux Documentation -- Tor: Multiple vulnerabilities GENTOO
tor - Tor's source code CONFIRM

Bug 849949 — CVE-2012-3517 tor: Read from freed memory and double free by processing failed DNS request CONFIRM

#6480 (double connection_free() in dns_resolve()) — Tor Bug Tracker & Wiki CONFIRM
[tor-announce] Tor 0.2.2.38 is released MLIST
openSUSE-SU-2012:1068-1: moderate: tor: fixed some security bugs SUSE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
openwall.com
lists.fedorapro
security.gentor
gitweb.torproje
bugzilla.redhat
trac.torproject.
lists.torproject.
lists.opensuse
Www.cve.org

nvd.nist.gov
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2012-3517/mitre
https://cve.report/CVE-2012-3517/nist
https://cve.report/CVE-2012-3517/cve_org
https://cve.report/api/cve/CVE-2012-3517.json
https://cve.report/CVE-2012-3517.pdf
http://cve.report/vendor/tor
http://cve.report/software/tor/tor
http://openwall.com/lists/oss-security/2012/08/21/6
http://lists.fedoraproject.org/pipermail/package-announce/2012-September/088006.html
http://security.gentoo.org/glsa/glsa-201301-03.xml
https://gitweb.torproject.org/tor.git/commit/62637fa22405278758febb1743da9af562524d4c
https://bugzilla.redhat.com/show_bug.cgi?id=849949
https://trac.torproject.org/projects/tor/ticket/6480
https://lists.torproject.org/pipermail/tor-announce/2012-August/000086.html
http://lists.opensuse.org/opensuse-updates/2012-08/msg00048.html
https://www.cve.org/CVERecord?id=CVE-2012-3517
https://nvd.nist.gov/vuln/detail/CVE-2012-3517

There are currently no legacy QID mappings associated with this CVE.
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