CVE-2012-3520

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2012-3520
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-03 11:02:00 UTC
Updated 2023-02-13 04:34:00 UTC
Description The Netlink implementation in the Linux kernel before 3.2.30 does not properly handle messages that lack SCM_CREDEN"

/ |
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.3.2 All All All
Operating System Linux Linux Kernel 2.3.20 All All All
Operating System Linux Linux Kernel 2.3.21 All All All
Operating System Linux Linux Kernel 2.3.22 All All All
Operating System Linux Linux Kernel 2.3.23 All All All
Operating System Linux Linux Kernel 2.3.24 All All All
Operating System Linux Linux Kernel 2.3.25 All All All
Operating System Linux Linux Kernel 2.3.26 All All All
Operating System Linux Linux Kernel 2.3.27 All All All
Operating System Linux Linux Kernel 2.3.28 All All All
Operating System Linux Linux Kernel 2.3.29 All All All
Operating System Linux Linux Kernel 2.4.33.2 All All All
Operating System Linux Linux Kernel 2.6.13.2 All All All
Operating System Linux Linux Kernel 2.6.23.2 All All All
Operating System Linux Linux Kernel 2.6.33.2 All All All
Operating System Linux Linux Kernel 2.6.33.20 All All All
Operating System Linux Linux Kernel 3.2 All All All
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oss-security - CVE-2012-3520 kernel: af_netlink: invalid handling of SCM_CREDENTIALS passing
af_netlink: force credentials passing [CVE-2012-3520] - torvalds/linux@e0Oe3cea - GitHub
openSUSE-SU-2013:0261-1: moderate: kernel: update to 3.4.28
www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.2.30

USN-1610-1: Linux kernel vulnerability | Ubuntu

[security-announce] openSUSE-SU-2012:1330-1: important: kernel: security

Bug 850449 — CVE-2012-3520 kernel: af_netlink: invalid handling of SCM_CREDENTIALS passing
kernel/git/torvalds/linux.git - Linux kernel source tree

Security Advisory SA50848 - Ubuntu update for kernel - Secunia

Malformed Request

Oracle Linux Bulletin - January 2016

USN-1599-1: Linux kernel (OMAP4) vulnerability | Ubuntu

kernel/git/torvalds/linux.git - Linux kernel source tree

CVE Program record

NVD vulnerability detail

Source
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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