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Summary

CVE CVE-2012-3524

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-18 17:55:00 UTC

Updated 2023-11-07 02:11:00 UTC

Description libdbus 1.5.x and earlier, when used in setuid or other privileged programs in X.org and possibly other products, allows local users to gain privileges and execute arbitrary code via the DBUS_SYSTEM_BUS_ADDRESS environment variable. NOTE: libdbus maintainers state that this is a vulnerability in the applications that do not cleanse environment variables, not in libdbus itself: "we do not support use of libdbus in setuid binaries that do not sanitize their environment before their first call into libdbus."

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Libdbus 1.5.0 All All All

Application Freedesktop Libdbus 1.5.10 All All All

Application Freedesktop Libdbus 1.5.2 All All All

Application Freedesktop Libdbus 1.5.4 All All All

Application Freedesktop Libdbus 1.5.6 All All All

Application Freedesktop Libdbus 1.5.8 All All All

Application Freedesktop Libdbus 1.5.0 All All All

Application Freedesktop Libdbus 1.5.10 All All All

Application Freedesktop Libdbus 1.5.2 All All All

Application Freedesktop Libdbus 1.5.4 All All All

Application Freedesktop Libdbus 1.5.6 All All All

Application Freedesktop Libdbus 1.5.8 All All All

Application Freedesktop Libdbus All All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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