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Summary

CVE CVE-2012-3526

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-05 23:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description The reverse proxy add forward module (mod_rpaf) 0.5 and 0.6 for the Apache HTTP Server allows remote attackers to cause a denial of service (server or application crash) via multiple X-Forwarded-For headers in a request.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server All All All All

Application Thomas Eibner Mod Rpaf 0.5 All All All

Application Thomas Eibner Mod Rpaf 0.6 All All All

Application Thomas Eibner Mod Rpaf 0.5 All All All

Application Thomas Eibner Mod Rpaf 0.6 All All All

References

Reference Source Link Tags

oss-security - Re: CVE Request: Apache mod RPAF denial of service MLIST www.openwall.com

oss-security - CVE Request: Apache mod RPAF denial of service MLIST www.openwall.com

Security Advisory SA50400 - Debian update for libapache2-mod-rpaf - Secunia SECUNIA secunia.com Vendor Advisory

Debian -- Security Information -- DSA-2532-1 libapache2-mod-rpaf DEBIAN www.debian.org

Apache 'mod-rpaf' Module Denial of Service Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

#683984 - libapache2-mod-rpaf: potential Denial of Service - Debian Bug report logs MISC bugs.debian.org

Thoughts, hacks and dreams - troubleshooting/apache2-segfault-debugging-tutorial MISC zecrazytux.net
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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