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Summary

CVE CVE-2012-3537

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-05 23:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description The Crowbar Ohai plugin (chef/cookbooks/ohai/files/default/plugins/crowbar.rb) in the Deployer Barclamp in Crowbar, possibly 1.4 and earlier, allows local users to execute arbitrary shell commands via vectors related to "insecure handling of tmp files" and predictable file names.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Crowbar All All All All

References

Reference Source Link

github.com/dellcloudedge/barclamp-deployer/pull/57 CONFIRM github.com

Security Advisory SA50442 - Crowbar Ohai Plugin Insecure Temporary Files Security Issue - Secunia SECUNIA secunia.com

84955 OSVDB osvdb.org

Dell 'Crowbar ohai' Plugin Local Privilege Escalation Vulnerability BID www.securityfocus.com

Access Denied MISC bugzilla.novell.com

github.com/SUSE-Cloud/barclamp-deployer/commit/b6454268a067fc77ff5de8205... MISC github.com

oss-security - CVE request: crowbar ohai plugin: local privilege (root) escalation due to insecure tmp file handling MLIST www.openwall.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

github.com/SUSE-Cloud/barclamp-deployer/commit/5ea8d4ddaa4cb1ce834d36889... MISC github.com

oss-security - Re: CVE request: crowbar ohai plugin: local privilege (root) escalation due to insecure tmp file handling MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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