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Summary

CVE CVE-2012-3543

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-21 14:15:00 UTC

Updated 2020-08-18 15:05:00 UTC

Description mono 2.10.x ASP.NET Web Form Hash collision DoS

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Mono-project Mono All All All All

References

Reference Source

CVE-2012-3543 MISC

433768 – (CVE-2012-3543) <dev-lang/mono-2.10.9-r2: Web Form Hash Collision Denial of Service Vulnerability (CVE-2012-3543) MISC

Red Hat Customer Portal MISC

Bug 739119 – VUL-1: CVE-2012-3543: mono-web: hash collision denial of service attacks in ASP.net MISC

USN-2547-1: Mono vulnerabilities | Ubuntu MISC

oss-security - Re: CVE Request: Hash collision issue in Mono/C# (similar to Microsoft .NET issue) MISC
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oss-security - Re: CVE Request: Hash collision issue in Mono/C# (similar to Microsoft .NET issue) MISC

853107 – (CVE-2012-3543) CVE-2012-3543 mono: Hash collision issue MISC

Malformed Request MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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