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AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Joomla! from Joomla contain the foIIowing
’ vulnerability:

SQL injection vulnerability in the RSGallery2 (com_rsgallery2)
component before 2.3.0 for Joomla! 1.5.x, and before 3.2.0 for Joomla!
2.5.x, allows remote attackers to execute arbitrary SQL commands via
unspecified vectors.

CVE-2012-3554 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

JoomlaCode > CONFIRM joomlacode.org/gf/project/rsgallery2/news/

Projects > RSGallery2

> Blog > Browse

Posts

RSGallery2 - Joomla! CONFIRM extensions.joomla.org/extensions/photos-a-images/photo-gallery/142
Extensions Directory

RSGallery2 3.2.0 and Re, CONFIRM

2.3.0 released www.rsgallery2.nl/announcements/rsgallery2_3.2.0_and_2.3.0_released_16845.0.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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https://cve.report/
https://cve.report/CVE-2012-3554/mitre
https://cve.report/CVE-2012-3554/nist
https://cve.report/CVE-2012-3554/cve_org
https://cve.report/CVE-2012-3554.pdf
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/joomla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2012/http://joomlacode.org/gf/project/rsgallery2/news/
http://extensions.joomla.org/extensions/photos-a-images/photo-gallery/142
http://www.rsgallery2.nl/announcements/rsgallery2_3.2.0_and_2.3.0_released_16845.0.html
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There are currently no QIDs associated with this CVE
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cpe:2.3:a:;joomla;joomlal:1.5.0:": " ™

cpe:2.3:a:;joomla;joomlal:1.5.1 " " ™

dk Rk kR kak.

cpe:2.3:a;joomla;joomlal:1.5.10: " *

dk Lk ak kR akak.

cpe:2.3:a:;joomla;joomlal:1.5.14:

LRk kR ok akak.

cpe:2.3:a:;joomla;joomlal:1.5.15:

Skk ok kkuk,

cpe:2.3:a:;joomla;joomlal:1.5.15:rc:* " %™

dkakakkakakak.

cpe:2.3:a:;joomla;joomlal:1.5.16:*

dk Kok kR akak,

cpe:2.3:a;joomlazjoomlal:1.5.18:

cpe:2.3:a;joomlazjoomlal:1.5.19: "

cpe:2.3:a;joomlazjoomlal:1.5.2: "
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cpe:2.3:a:;joomla;joomlal:1.5.3:" "

cpe:2.3:a;joomla:joomlal:1.5.4:%: "

cpe:2.3:a;joomla:;joomlal:1.5.5:% "

cpe:2.3:a;joomla:joomlal:1.5.6:%:* "

cpe:2.3:a;joomla;joomlal:1.5. 7% "

cpe:2.3:a;joomla:joomlal:1.5.8:*: "

cpe:2.3:a;joomla:joomlal:1.5.9:%:

cpe:2.3:a:;joomla;joomlal:2.5.0:":* "

cpe:2.3:a;joomla:joomlal:2.5.1 %

cpe:2.3:a;joomla:joomlal:2.5.2:%:*:

cpe:2.3:a;joomla:;joomlal:2.5.3:*:*:

cpe:2.3:a:;joomla;joomlal:2.5.4:*:* "

cpe:2.3:a;joomla:;joomlal:2.5.5:% %

cpe:2.3:a:;joomla;joomlal:2.5.6:* "

cpe:2.3:a:;joomla;joomla\l:1.5.0: ™

cpe:2.3:a;joomlazjoomla\l:1.5.1 e

Kk ok kKKK,

cpe:2.3:a;joomlazjoomla\l:1.5.13:* %"

Kk ok ok kKK,

cpe:2.3:a;joomlazjoomla\l:1.5. 14 %%

kKKK oKk,

cpe:2.3:a;joomlajoomla\l:1.5.15:% %%

AnmAaN DiAadAanamladiAacanmalalld O A0k Kk ok ok ko ak.



ARk LKLk LKLk Lk,

cpe:2.3:a;joomla:;joomla\l:1.5.23:*:* % *:*:

ARk kKK LKLk,

cpe:2.3:a;joomla;joomla\l:1.5.24:*:*:****:*:

Ak kKK kLK Lk,

cpe:2.3:a;joomla;joomla\l:1.5.25:*:* % *:*:

ARk kKK LKLk,

cpe:2.3:a;joomla:joomla\l:1.5.26:*:*:*:*:*:*:*:

cpe:2.3:a;joomla;joomla\l:1.5.3:%:*:* %

cpe:2.3:a:;joomla;joomla\l:1.5.4: " ™

cpe:2.3:a;joomla;joomla\l:1.5.5:%:*:****::

cpe:2.3:a;joomla;joomla\l:1.5.6:%:*:***:*:*:

cpe:2.3:a;joomla;joomla\l:1.5.7:%:*:*

cpe:2.3:a;joomla;joomla\l:1.5.8:*:*:***:*:*:

cpe:2.3:a:;joomla;joomla\l:1.5.9: ™

cpe:2.3:a:;joomla;joomla\l:2.5.0: ™

cpe:2.3:a;joomlazjoomla\l:2.5.1 e

cpe:2.3:a;joomla;joomla\l:2.5.2:*:**:*

cpe:2.3:a:;joomla;joomla\l:2.5.3:* "

cpe:2.3:a;joomlazjoomla\l:2.5.4:* "

cpe:2.3:a;joomla;joomla\l:2.5.5:***:

cpe:2.3:a;joomla;joomla\l:2.5.6: " :*:

cpe:2.3:a;joomlazjoomla\l:1.5.0: %

cpe:2.3:a;joomla;joomla\l:1.5. 1> %



akLk kKK k.

cpe:2.3:a;joomla:joomla\l:1.5.15:rc:* "%

Ak kLK LK LKLk LK,

cpe:2.3:a;joomla:joomla\l:1.5.16:*:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:a;joomla;joomla\l:1.5.18:*:*:*:**:*:*:
cpe:2.3:a;joomla;joomla\l:1.5.19:" %™
cpe:2.3:a;joomla;joomla\l:1.5.2:%:*:* %

Ak kKK kLK Lk,

cpe:2.3:a;joomla;joomla\l:1.5.20:*:*:*:**:*:*:

ARk kKK kLK,

cpe:2.3:a:;joomla;joomla\l:1.5.22:* "

Ak kKK kKK,

cpe:2.3:a;joomla;joomla\l:1.5.23:*:*:*:**:*:*:

Ak kKK kKK,

cpe:2.3:a;joomla;joomla\l:1.5.24:*:*:*:***:*:

kKKK kKK,

cpe:2.3:a;joomla;joomla\l:1.5.25:*:**:***:*:

cpe:2.3:a:;joomla;joomla\l:1.5.3: ™

cpe:2.3:a;joomlazjoomla\l:1.5.4:*

cpe:2.3:a:;joomla;joomla\l:1.5.5: ™

cpe:2.3:a:;joomla;joomla\l:1.5.6: " :*:

cpe:2.3:a;joomla;joomla\l:1.5.7:%

cpe:2.3:a:;joomla;joomla\l:1.5.8: "

cpe:2.3:a;joomla;joomla\l:1.5.9:*** %

cpe:2.3:a;joomla;joomla\l:2.5.0:***

cpe:2.3:a;joomla;joomla\l:2.5. 1> " %

cpe:2.3:a;joomla;joomla\l:2.5.2:%:*: %



cpe:2.3:a;joomla;joomla\l:2.5.3:%:":* "

cpe:2.3:a;joomla;joomla\l:2.5.4: > %

cpe:2.3:a;joomla;joomla\l:2.5.5:%:*:* %™

cpe:2.3:a;joomla;joomla\l:2.5.6:%:":* "

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.10:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.11:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.13:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.14:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.2:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.5:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.6:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.7:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.8:alpha:™:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.9:alpha:™:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.0:alpha:™:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.10:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.11:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.2:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.3:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.4:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.5:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.6:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.7:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.8:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.12.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.12.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.12.2:alpha:*:*:*:*:*:*:



dkakukakakak.

cpe:2.3:a:rsgallery2:com_rsgallery2:2.1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:2.1. 1% *: %%

cpe:2.3:a:rsgallery2:com_rsgallery2:2.2.0::*:***:%:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:2.2. 1% *:%:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:2.3.0:* % :%:*:

KLkakakukk.

cpe:2.3:a:rsgallery2:com_rsgallery2:3.0:rc1:*:*: " *:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:3.0.1 %" "

cpe:2.3:a:rsgallery2:com_rsgallery2:3.2.0:*:* "

dk Kk Lk kak.

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.10:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.11:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.13:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.14:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.2:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.5:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.6:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.7:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.8:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.10.9:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.1:alpha:*:*:*:*:*:*:



cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.10:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.11:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.2:alpha:™:*:*:":*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.3:alpha:™:*:*:":*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.4:alpha:™:*:*:":*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.5:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.6:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.7:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.11.8:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.12.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.12.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.12.2:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.13.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.13.1:alpha:™:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:1.14.0:alpha:™:*:*:*:*:*:

ak Lk k Lk kuk.

cpe:2.3:a:rsgallery2:com_rsgallery2:1.14.1:alpha:*:*:*:*:*:*:

Skk ok k k.

cpe:2.3:a:rsgallery2:com_rsgallery2:1.9.0-4:alpha:*:*:*:*:*:*:

cpe:2.3:a:rsgallery2:com_rsgallery2:2.1.1 " "™

cpe:2.3:a:rsgallery2:com_rsgallery2:2.2.0:*:* """

cpe:2.3:a:rsgallery2:com_rsgallery2:2.2.1:*:* """

cpe:2.3:a:rsgallery2:com_rsgallery2:2.3.0:*: """

cpe:2.3:a:rsgallery2:com_rsgallery2:3.0.1:*: """

cpe:2.3:a:rsgallery2:com_rsgallery2:3.2.0:* "% "™



No vendor comments have been submitted for this CVE
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